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I am
 very pleased to be able to introduce the 

5th version of the ‘Little B
ook of B

ig
 Scam

s’, 
ho

p
ing

 to
 further raise aw

areness o
f so

m
e 

o
f the ever-evo

lving
 w

ays crim
inals use to

 
scam

 the p
ub

lic out of hard
 earned

 m
oney.

O
ver recent years, p

articularly thro
ug

h 
R

ip
-O

!
 B

ritain and
 o

ther p
ro

jects, I 
have co

m
e acro

ss m
any exp

eriences 
o

f the targ
eted

 and
 so

m
etim

es ind
irect 

fraud
s that sig

nificantly a!
ect the B

ritish 
co

nsum
er and

 the eco
no

m
y.

A
s yo

u w
ill read

 in this excellent b
o

o
klet, 

the current typ
es o

f fraud
s p

eo
p

le are 
exp

eriencing
 to

d
ay can rang

e fro
m

 
the m

o
re reco

g
nisab

le face-to
-face 

fraud
 to

 tho
se carried

 o
ut by so

m
eo

ne 
ano

nym
o

usly o
nline. The ad

vances in 
techno

lo
g

y enab
ling

 m
o

st o
f us to

 m
o

re 
easily carry o

ut d
ay to

 d
ay tasks are 

freq
uently exp

lo
ited

 by tho
se fraud

sters 
w

ho
 w

ish to
 steal o

ur valuab
le info

rm
atio

n 
o

r m
o

ney.

I ho
p

e that the info
rm

atio
n and

 ad
vice 

contained
 in this b

ooklet w
ill em

p
ow

er you 
to

 id
entify p

o
tential fraud

s and
 p

revent 
the lo

ss o
f yo

ur valuab
le d

ata to
 tho

se so
 

intent on stealing
 it. A

lso, if you are a victim
 

o
f fraud

 this b
o

o
klet w

ill p
rovid

e ad
vice 

o
n the b

est co
urse o

f actio
n to

 rep
o

rt and
 

rem
ed

y the unfo
rtunate situatio

n yo
u m

ay 
find

 yo
urself in. K

eep
 alert!

G
loria H

unniford
 

B
IG

 

SC
A

M
S
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C
hief S

up
erintend

ent   
Sim

on W
alls

W
e are p

leased
 to

 b
ring

 yo
u ‘The Little 

B
o

o
k o

f B
ig

 S
cam

s’, rep
ro

d
uced

 by kind
 

p
erm

issio
n o

f The M
etro

p
o

litan P
o

lice 
S

ervice’s C
yb

er C
rim

e U
nit. S

ince the 
p

ub
licatio

n o
f the last versio

n o
f the  

Little B
o

o
k o

f B
ig

 S
cam

s the p
ace o

f 
scam

m
ing

 has no
t d

ecreased
, no

r has  
the d

eterm
inatio

n o
f scam

m
ers to

 steal as 
m

uch m
o

ney fro
m

 as m
any p

eo
p

le  
as p

o
ssib

le.

E
q

ually the scam
m

ers’ so
p

histicatio
n and

 
ab

ility to
 exp

lo
it co

m
p

lex techno
lo

g
y 

has und
o

ub
ted

ly d
evelo

p
ed

. They also
 

co
ntinue to

 g
ro

o
m

 vulnerab
le victim

s 
thro

ug
h so

m
etim

es the threat o
f arrest 

o
r p

ro
secutio

n, so
m

etim
es the p

ro
m

ise 
o

f friend
ship

 o
r m

o
re and

 so
m

etim
es the 

p
ro

m
ise o

f financial rew
ard

.

W
hat also

 rem
ains the sam

e is that scam
s 

are no
t sim

p
ly an issue fo

r the o
ld

 o
r fo

r 
the vulnerab

le. There is a scam
 o

ut there 
w

ith each o
f o

ur nam
es o

n it, as a stud
ent 

lo
o

king
 fo

r a sum
m

er jo
b

, a sho
p

p
er 

lo
o

king
 fo

r a b
arg

ain o
r as a ho

lid
aym

aker 
lo

o
king

 fo
r their tw

o
 w

eeks in the sun 
so

m
ew

here. A
ltho

ug
h it is acknow

led
g

ed
 

and
 w

ell und
ersto

o
d

 that the im
p

act o
f a 

scam
 fo

r an o
ld

er and
 vulnerab

le victim
 is 

likely to
 b

e g
reater and

 lo
ng

er term
. 
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W
hile there is m

uch ab
o

ut scam
s that is a 

so
urce o

f frustratio
n and

 d
isillusio

nm
ent, 

w
hat is truly heartening

 is the w
illing

ness 
o

f a w
id

e rang
e o

f p
eo

p
le and

 b
o

d
ies 

to
 eng

ag
e w

ith co
nvictio

n in the scam
s 

issues and
 p

lay their p
art in p

ro
tecting

 o
ur 

co
m

m
unities fro

m
 this real risk. 

The S
cam

w
iseN

I P
artnership

 has led
 

and
 co

o
rd

inated
 this activity in N

o
rthern 

Ireland
 and

 p
ut the issue o

f scam
s 

fro
nt and

 centre lo
cally. A

t last co
unt 

the P
artnership

 had
 up

w
ard

s o
f thirty 

m
em

b
ers. M

em
b

ers co
m

e fro
m

 the 
charitab

le, p
ub

lic, finance, and
 b

usiness 
secto

rs and
 also

 o
ur churches and

 yo
uth 

o
rg

anisatio
ns, am

o
ng

 o
thers.

      

The P
artnership

 exists to
 m

ake the 
co

m
m

unity scam
w

ise.

I ho
p

e yo
u enjoy read

ing
 this Little B

o
o

k 
o

f B
ig

 S
cam

s. It’s an easy and
 a useful 

read
 and

 w
ill b

etter eq
uip

 yo
u to

 sp
o

t 
the scam

s and
 the scam

m
ers. A

nd
 never 

fo
rg

et, if yo
u can sp

o
t a scam

 yo
u can 

sto
p

 a scam
.
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FRA
U

D
 EN

A
B

LER
S

SO
C

IA
L EN

G
IN

EER
IN

G
A

ll of the frauds described in this book com
e under Section 2 of the Fraud 

A
ct, Fraud by False representation. B

y this very defi nition, they involve the 
crim

inal scam
m

ing the victim
 by lying, or m

isrepresenting the situation, 
and this is com

m
only referred to as Social Engineering.

Social E
ng

ineering
 is d

efi ned
 as “The clever 

m
anipulation of the natural hum

an tendency 
to

 trust”, and
 it is this natural inclinatio

n 
that crim

inals take ad
vantag

e o
f. U

sually, 
the crim

inals’ aim
 is to

 p
rey o

n p
eo

p
le’s 

em
otions, and

 g
et them

 feeling
 rather than 

thinking
. This co

uld
 either b

e a so
b

 sto
ry, 

o
r p

reying
 o

n p
eo

p
le’s g

reed
. O

ne o
f the 

b
ig

g
est tactics they use is p

ressure. This 
could

 b
e tim

e related
 “if you d

on’t d
o this in 

5 m
inutes, you’re g

oing
 to b

e in b
ig

 troub
le”, 

or fi nancial “unless you ag
ree to this, you’re 

g
oing

 to lose thousand
s”. The crim

inal p
uts 

the victim
 und

er p
ressure to d

ecid
e w

ithout 
allow

ing
 them

 the tim
e to

 think it thro
ug

h.

H
ow

 to protect yourself
The b

est d
efence ag

ainst so
cial 

eng
ineering

 attacks is know
led

g
e, o

nce 
yo

u know
 so

m
eo

ne is trying
 to

 co
n yo

u, 
the co

n w
ill fail, and

 read
ing

 this b
o

o
klet 

sho
uld

 g
ive yo

u that know
led

g
e. 

H
ow

ever, even if w
e’re susp

icio
us, w

e’re 
o

ften b
ad

 at saying
 “no

” to
 p

eo
p

le, so
 if 

yo
u’re uncertain, yo

u can alw
ays try 

these alternatives:

  “I can’t m
ake that d

ecisio
n w

itho
ut 

autho
risatio

n. Let m
e g

et b
ack to

 yo
u.”

  “I w
ill no

t m
ake any d

ecisio
ns w

itho
ut 

sp
eaking

 to
 so

m
eo

ne fi rst.”

H
ow

ever, d
o

n’t b
e afraid

 to
 sim

p
ly say 

“no
” to

 so
m

eo
ne. If they’re a g

enuine 
p

rofessional, they w
on’t m

ind
 you taking

 the 
extra tim

e to
 verify their id

entity o
r o

! er. 
If they b

eco
m

e p
ushy o

r insistent, then 
od

d
s are fairly hig

h that it’s a form
 of fraud

.
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A

B
LER

S

O
N

LIN
E C

R
IM

E
M

ost people now
 have access to the internet. W

e use our hom
e com

puters, 
phones and other devices to shop or bank online, contact our friends 
and relatives, along w

ith num
erous other tasks. W

ith all the convenience 
the internet brings, it is im

portant to be aw
are of potential online risks.

The vast m
ajo

rity o
f all fraud

s now
 use 

co
m

p
uters o

r techno
lo

g
y in so

m
e w

ay. 
There are m

any crim
inals w

ho
 take 

ad
vantag

e o
f the ano

nym
ity the internet 

o
! ers to

 d
eceive, hack and

 steal.

There are a num
b

er of w
ays cyb

er crim
inals 

can attack yo
u and

 yo
ur d

evice. They m
ay 

search the internet to fi nd
 insecure d

evices, 
send

 an em
ail containing

 m
alicious softw

are 
o

r even set up
 fake w

eb
sites.

PSN
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H
ow

 to protect yourself
This d

o
esn’t m

ean w
e sho

uld
n’t use the 

internet. A
 few

 sim
ple security m

easures can 
red

uce your chances of b
ecom

ing
 a victim

.

  B
e w

ary ab
out the p

ersonal inform
ation 

you p
ost online, and

 ensure you check 
your privacy settings on social m

edia sites.

  U
se three rand

o
m

 w
o

rd
s to

 m
ake 

sure yo
ur p

assw
o

rd
 is stro

ng
, e.g

. 
‘F

ishB
o

atTulip
’.

  Sto
ring

 p
assw

o
rd

s in yo
ur b

row
ser is a 

g
o

o
d

 tactic.

  Yo
u can also

 use a p
assw

o
rd

 m
anag

er 
if yo

u w
ant.

  H
ave a stro

ng
 and

 sep
arate p

assw
o

rd
 

fo
r yo

ur em
ail acco

unt.

  If availab
le, set up

 tw
o

-facto
r 

authentication on all im
p

ortant accounts.

  U
se anti-virus so

ftw
are o

n all d
evices 

and
 up

d
ate it reg

ularly.

  U
p

d
ate yo

ur so
ftw

are w
hen new

 
p

atches are released
.

  B
ack up

 yo
ur im

p
o

rtant d
ata reg

ularly 
using

 an external d
evice o

r clo
ud

 
sto

rag
e service.

  S
ecure yo

ur tab
let o

r sm
artp

ho
ne w

ith 
a screen lo

ck.

M
uch m

o
re d

etailed
 info

rm
atio

n o
n cyb

er 
crim

e can b
e fo

und
 w

ithin o
ur Little B

ook 
of C

yb
er Scam

s, availab
le free at 

w
w

w
.nidirect.gov.uk/publications/little-

book-big-scam
s. H

ard
 cop

ies are also
 

availab
le fo

r free o
n req

uest.
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M
O

N
EY

 M
U

LES (C
R

IM
IN

A
L M

O
N

EY
 LA

U
N

D
ER

IN
G

)
W

here financial gain com
es from

 crim
e, crim

inals use banking system
s 

to m
ove their proceeds i.e. stolen m

oney. The account used to launder 
the crim

inal funds becom
es a ‘M

ule A
ccount’, m

aking the account holder 
a ‘M

oney M
ule’. People are often targeted to provide access to their 

accounts either on the prom
ise of a share of the funds or by coercion.

O
rg

anised
 C

rim
e N

etw
o

rks (O
C

N
’s) 

have end
eavo

ured
 to

 set up
 acco

unts, o
r 

g
ain co

ntro
l o

f existing
 acco

unts fo
r the 

exp
ress p

urp
o

se o
f m

oving
 the p

ro
ceed

s 
o

f crim
e thro

ug
h a system

 o
f acco

unts 
fo

r years. This is the C
rim

inal O
!

ence o
f 

M
o

ney Laund
ering

 und
er the P

ro
ceed

s o
f 

C
rim

e A
ct 20

0
2. The reaso

n is tw
o

fo
ld

, to
 

create d
istance fro

m
 them

selves and
 the 

crim
e they have co

m
m

itted
 and

 to
 m

ake 
the m

o
ney ap

p
ear ‘clean’ – hence the 

w
o

rd
 laund

ered
 – w

hen cashed
 o

ut.

C
rim

inals are alw
ays lo

o
king

 fo
r 

alternative w
ays to

 laund
er their p

ro
ceed

s 
o

f crim
e, unfo

rtunately this now
 includ

es 
clever m

arketing
 w

here yo
ung

 and
 

vulnerab
le p

eo
p

le are targ
eted

.

 

F
raud

sters use so
cial m

ed
ia and

 o
nline 

fo
rum

s to
 take ad

vantag
e o

f their fluid
 

accep
tance. They p

o
st ad

verts o
!

ering
 

the o
p

p
o

rtunity to
 m

ake ‘easy m
o

ney’ 
‘free m

o
ney’ o

r fake jo
b

s using
 term

s like 
‘S

q
uares’ ‘A

C
’ ‘F

lip
s’ ‘easy cash schem

es’, 
‘no

 risk m
o

ney’ o
r ‘m

o
ney transfer jo

b
s’.  

C
rim

inals rely o
n the visual rep

resentatio
n 

and
 enticem

ent of cash, w
hich for a young

 
p

erson can b
e ap

p
ealing

. D
irect recruitm

ent 
is m

ad
e thro

ug
h w

o
rd

 o
f m

o
uth fro

m
 

p
eo

p
le they m

ay lo
o

sely know
 o

r thro
ug

h 
saying

 they are fro
m

 a know
n scho

o
l, 

co
lleg

e, university o
r sp

o
rts club

.
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A
nyo

ne allow
ing

 their b
ank acco

unt 
to

 b
e used

 by an unautho
rised

 p
erso

n 
o

r have crim
inal fund

s g
o

 thro
ug

h the 
acco

unt b
eco

m
es a “M

ule”, and
 b

reaches 
the term

s and
 co

nd
itio

ns o
f their B

ank 
acco

unt. The b
ank w

ill clo
se the acco

unt 
and

 rep
o

rt the acco
unt ho

ld
er to

 cred
it 

ag
encies. This rep

o
rt e! ects w

hat, if any 
cred

it is aw
ard

ed
 and

 lasts fo
r six years, 

if there is a g
uaranto

r o
n the acco

unt, 
they m

ay also
 b

e a! ected
. 

In ad
d

itio
n, a M

ule co
uld

 fi nd
 them

selves 
p

ro
secuted

 und
er the P

ro
ceed

s o
f C

rim
e 

A
ct, and

 co
uld

 face up
 to

 14
 years in jail.

H
ow

 to protect yourself
  N

ever g
ive anyo

ne d
etails o

f yo
ur 

B
ank o

r any o
ther fi nancial acco

unt, 
yo

ur B
ank card

, P
IN

 co
d

e, p
assw

o
rd

 o
r 

p
assco

d
e – B

ank/fi nancial acco
unts 

are p
rivate.

  D
o

n’t b
e lured

 o
r p

ersuad
ed

 to
 receive 

m
o

ney into
 yo

ur acco
unt, even as a o

ne 
o
!  no

 m
atter how

 p
lausib

le it so
und

s.

  B
e susp

icio
us, q

uestio
n w

hat yo
u are 

b
eing

 asked
 to

 d
o

 and
 d

o
 yo

ur research 
o

n any ad
vertised

 jo
b

s.
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A
D

VA
N

C
E FEE FRA

U
D

A
dvance Fee Fraud is an um

brella term
 to describe a particular fraud 

type w
here the crim

inal convinces a victim
 to m

ake upfront paym
ents for 

goods, services and/or financial gains. B
ut the goods/services don’t exist.

M
any d

i!
erent typ

es o
f A

d
vance F

ee 
F

raud
 utilising

 vario
us techniq

ues and
 

scam
s are used

 by crim
inals. S

o
m

e o
f 

these (includ
ing

 R
o

m
ance F

raud
 and

 
R

ecruitm
ent F

raud
) are covered

 m
o

re 
in-d

ep
th later in this b

o
o

k. H
ow

ever, 
the num

ero
us d

i!
erent tactics used

 by 
crim

inals m
eans it’s w

o
rth d

escrib
ing

 the 
b

asic techniq
ue b

ehind
 the fraud

; the 
crim

inal w
ill o

!
er so

m
ething

 to
 yo

u, b
ut 

in o
rd

er to
 p

ro
g

ress, yo
u’ll need

 to
 p

ay 
so

m
ething

 up
 fro

nt.

         

B
elow

 is a list of types of A
dvance Fee Fraud.   

This list is by no
 m

eans exhaustive!

  C
lairvoyant or P

sychic F
raud

 – The 
crim

inal p
red

icts so
m

ething
 sig

nificant 
in yo

ur future, b
ut they need

 m
o

ney to
 

p
rovid

e a full rep
o

rt.

  C
heq

ue O
verp

aym
ent F

raud
 – The 

crim
inal overp

ays fo
r so

m
ething

 w
ith 

an invalid
 cheq

ue, and
 asks fo

r chang
e.

  R
ecovery F

raud
 – O

nce yo
u’ve b

een a 
victim

 o
f fraud

, the crim
inal co

ntacts 
yo

u, claim
ing

 that they can recover 
yo

ur lo
sses, fo

r a fee.

  Inheritance F
raud

 – The crim
inal tells 

yo
u that yo

u’re in line to
 receive a hug

e 
inheritance, b

ut yo
u’ll need

 to
 p

ay a fee 
to

 release the fund
s.

 
  Loan F

raud
 – The crim

inal asks yo
u to

 
p

ay an up
fro

nt fee fo
r a lo

an.

PSN
I_LBO

BS_5th Edition.indd   9
17/08/2020   09:40



TH
E

 LITTLE
 B

O
O

K
 O

F
 B

IG
 SC

A
M

S
10

  Lottery F
raud

 – Yo
u’re to

ld
 yo

u’ve w
o

n 
a p

rize in a lo
ttery, b

ut yo
u’ll need

 to
 

p
ay the crim

inal an ad
m

in fee.

  R
acing

 Tip
 F

raud
 – The crim

inal o
! ers 

racing
 tip

s that are “g
uaranteed

” to
 p

ay 
o
! , fo

r a sm
all fee.

  R
ental F

raud
 – The crim

inal asks fo
r an 

up
front fee to rent a p

rop
erty, w

hich m
ay 

no
t b

e theirs, o
r even m

ay no
t exist.

  W
est A

frican Letter Fraud (aka 419 Fraud)
– The crim

inal asks for help
 m

oving
 a 

larg
e sum

 of m
oney from

 one country to
 

another, p
rom

ising
 to cut you in, b

ut asks 
for a p

aym
ent up

front fi rst.

  W
ork from

 hom
e F

raud
 – The crim

inal 
o
! ers yo

u to
 m

ake easy m
o

ney 
w

o
rking

 fro
m

 ho
m

e, b
ut yo

u need
 to

 
p

ay a fee in ad
vance, fo

r b
usiness lead

s, 
o

r a w
eb

site.

   V
ehicle M

atching
 F

raud
 – The crim

inal 
co

ntacts yo
u just after yo

u’ve p
laced

 an 
ad

vert trying
 to

 sell so
m

ething
 (usually 

a car). They ask fo
r a “refund

ab
le” fee 

to
 p

ut yo
u in to

uch w
ith a no

n-existent 
im

m
ed

iate b
uyer.
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H
ow

 to protect yourself
  B

e extrem
ely w

ary ab
o

ut g
iving

 m
o

ney 
to

 anyo
ne up

fro
nt, esp

ecially a strang
er, 

fo
r any reaso

n.

 
  If they claim

 to
 b

e an o
"

cial, d
o

ub
le 

check their id
entity, b

ut d
o

n’t d
o

 so
 

using
 any co

ntact d
etails they g

ive yo
u.

  D
o

n’t b
e p

ressurised
 into

 m
aking

 a 
d

ecisio
n in that m

o
m

ent. A
lw

ays take 
tim

e to
 think, d

o
n’t fo

rg
et to

 Take 5.

C
rim

inals w
ill try any lie to get 

your m
oney.

R
EM

EM
B

ER

D
on’t give m

oney upfront if you 
have even the slightest suspicion. 

C
A

U
TIO

N

W
hy should I give this person m

oney? 
W

hy have they targeted m
e?

TH
IN

K
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ES
People are targeted at cash m

achines by crim
inals w

ho distract users 
and steal their card or cash. Fraudsters also fi t devices to the m

achines 
that trap bank cards, copy the card details and record the PIN

. You m
ust 

be vigilant w
hen taking m

oney out of a cash m
achine and not let anyone 

distract you.

C
rim

inals m
ay try to

 see yo
ur P

IN
 as 

yo
u enter it by using

 a hid
d

en cam
era o

r 
stand

ing
 nearby. They then attem

p
t to

 g
et 

yo
ur card

.

They m
ig

ht try and
 m

ake co
nversatio

n 
w

ith yo
u w

hen yo
u are w

ithd
raw

ing
 

m
o

ney to
 d

istract yo
u w

hilst they o
r 

their acco
m

p
lice takes yo

ur card
 o

r cash. 
C

rim
inals have also

 b
een know

n to
 d

ro
p

 
cash o

n the fl o
o

r to
 ask yo

u if it is yo
urs, 

d
iverting

 yo
ur attentio

n. They m
ay have 

fi tted
 a d

evice o
n the cash m

achine 
w

hich either clo
nes yo

ur card
 o

r retains 
yo

ur card
. If yo

ur card
 is trap

p
ed

 in a 
cash m

achine by a crim
inal d

evice, yo
u 

m
ay leave it unattend

ed
 to

 rep
o

rt insid
e 

the b
ank o

r leave. The crim
inal w

ill then 
retrieve the d

evice and
 yo

ur card
.

N
ow

 the crim
inal has your card

 (or a copy) 
and

 yo
ur P

IN
.
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H
ow

 to protect yourself
 

  B
e w

ary o
f anyo

ne ap
p

ro
aching

 yo
u 

w
hen yo

u are trying
 to

 w
ithd

raw
 cash.

 
  S

hield
 yo

ur P
IN

 fro
m

 crim
inal cam

eras 
o

r p
rying

 eyes. Stand
 clo

se to
 the cash 

m
achine and

 cover the keyp
ad

 w
ith 

yo
ur p

urse, w
allet o

r sp
are hand

.

  If there ap
p

ears to
 b

e anything
 unusual 

ab
o

ut a cash m
achine, such as sig

ns 
o

f tam
p

ering
, d

o
 no

t use it and
 rep

o
rt 

yo
ur co

ncerns.

 
  If your card is retained by a cash m

achine, 
rep

o
rt this im

m
ed

iately to
 yo

ur card
 

issuer w
hile still at o

r near the m
achine. 

Sto
re yo

ur card
 issuer’s 24

-ho
ur 

co
ntact num

b
er in yo

ur m
o

b
ile p

ho
ne. 
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C
O

N
TA

C
TLESS PAY

M
EN

T
C

ontactless paym
ent is an increasingly popular m

ethod of paym
ent, 

w
ith at least one in three card paym

ents in the U
K

 m
ade using 

contactless technology. There are m
any m

yths that exist relating to the 
security of this paym

ent system
. The inform

ation below
 explains this 

process, w
hich should ease any concerns you have over this paym

ent 
m

ethod and how
 it w

orks, w
hilst giving advice on how

 to use it safely.

C
o

ntactless p
aym

ent uses a w
ireless chip

 
co

ntaining
 the user’s p

aym
ent card

 d
etails 

w
hich is em

b
ed

d
ed

 in a m
o

b
ile p

ho
ne 

o
r o

n a b
ank p

aym
ent card

. This enab
les 

users to
 m

ake p
aym

ents o
f up

 to
 £

30
 at 

sto
res, cafes and

 o
ther o

utlets sim
p

ly by 
p

assing
 their sm

artp
ho

ne o
r co

ntactless 
card

 a few
 centim

etres from
 a suitab

le card
 

read
er. Som

e of the security features on this 
m

etho
d

 o
f p

aym
ent includ

e the fo
llow

ing
: 

  E
very co

ntactless card
 has an in-b

uilt 
security check, w

hich m
eans occasionally 

yo
u have to

 enter yo
ur P

IN
 num

b
er to

 
co

nfi rm
 p

aym
ent.

  C
o

ntactless o
nly w

o
rks w

hen a card
 

o
r d

evice is w
ithin a few

 centim
etres 

o
f the read

er, m
aking

 it virtually 
im

p
o

ssib
le fo

r d
etails to

 b
e intercep

ted
 

w
hilst in use.

  W
hilst a co

ntactless card
 read

er can 
interro

g
ate a card

 w
ithin 10

cm
, it w

ill 
o

nly release the info
rm

atio
n o

n the 
fro

nt o
f the card

. F
o

r fraud
 p

urp
o

ses, 
this is inco

m
p

lete, and
 can’t even b

e 
used

 to
 clo

ne the card
. 
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H
ow

 to protect yourself
 

  Lo
o

k thro
ug

h all o
f yo

ur b
ank card

s to
 

id
entify w

hich o
nes are co

ntactless.

  D
o

n’t let anyo
ne take yo

ur card
 o

ut o
f 

sig
ht w

hile taking
 a p

aym
ent – even fo

r 
just a few

 seco
nd

s. They co
uld

 b
e using

 
a skim

m
ing

 d
evice to

 co
py d

ata fro
m

 
yo

ur card
’s m

ag
netic strip

, o
r co

pying
 

the C
C

V
 co

d
e o

n the b
ack.

 
  M

o
nito

r yo
ur b

ank statem
ents reg

ularly 
to

 ensure that p
aym

ents have no
t b

een 
taken fro

m
 yo

ur acco
unt w

itho
ut yo

ur 
know

led
g

e o
r p

erm
issio

n.

  If yo
ur co

ntactless p
aym

ent card
 o

r 
co

ntactless enab
led

 sm
art p

ho
ne is 

lo
st o

r sto
len, rep

o
rt this to

 yo
ur b

ank 
im

m
ed

iately and
 yo

u sho
uld

 b
e covered

 
fo

r any sub
seq

uent lo
sses.
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The use of online banking or people using banking apps on sm
artphones 

and tablets has grow
n. People use them

 at hom
e or w

hen they are out 
and about.

To
 stay safe w

hile b
anking

 o
nline yo

u 
m

ust p
ro

tect yo
ur p

assw
o

rd
 and

 p
erso

nal 
d

etails to
 sto

p
 crim

inals fro
m

 accessing
 

yo
ur acco

unts. M
any b

anks p
rovid

e o
ne-

tim
e p

assco
d

es sent to
 yo

ur d
evice w

hen 
setting

 up
 new

 p
aym

ents. These sho
uld

 
never b

e shared
 w

ith anyo
ne, even fro

m
 

the b
ank. If yo

u’re sp
eaking

 to
 yo

ur b
ank 

o
n the p

ho
ne, and

 they ask yo
u fo

r it, 
yo

u are certainly sp
eaking

 to
 a crim

inal, 
no

t yo
ur b

ank.
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H
ow

 to protect yourself 
  C

ho
o

se, use and
 p

ro
tect p

assw
o

rd
s 

and
 m

em
o

rab
le w

o
rd

s w
ith g

reat care.  
W

atch the M
etro

p
o

litan P
o

lice’s vid
eo

 
o

n p
assw

o
rd

s at w
w

w
.m

et.p
olice.uk/

littlem
ed

ia fo
r further ad

vice.

 
  K

eep
 o

nline b
anking

 so
ftw

are and
 

b
anking

 ap
p

s up
 to

 d
ate. A

lw
ays 

d
ow

nlo
ad

 up
d

ates w
hen p

ro
m

p
ted

.

 
  W

hen lo
g

g
ing

 in w
hilst in p

ub
lic,  

take extra care to
 shield

 any P
IN

 co
d

es 
o

r p
assw

o
rd

s.

 
  A

lw
ays lo

g
 o

ut o
f yo

ur o
nline b

anking
 

acco
unt o

r b
anking

 ap
p

 w
hen yo

u have 
finished

 using
 it. C

lo
sing

 the ap
p

 o
r 

w
eb

 p
ag

e o
r turning

 o
!

 yo
ur d

evice 
m

ay no
t b

e su"
cient.

 
  D

o
 no

t use p
ub

licly availab
le W

i-F
i 

netw
o

rks fo
r b

anking
. It is very d

i"
cult 

to
 tell if a ho

tsp
o

t is secure.

 
  D

o
n’t share any security co

d
es w

ith 
anyo

ne.

  If yo
ur b

ank has called
 yo

u. Take a 
reference num

b
er, and

 then hang
 up

 
b

efo
re recalling

 o
n a num

b
er yo

u know
 

to
 b

e safe after a few
 m

inutes to
 clear 

the line. 
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C
rim

inals m
ay cold call you claim

ing there are problem
s w

ith your 
com

puter and they can help you to solve them
. They often use the nam

es 
of w

ell-know
n com

panies such as M
icrosoft or A

pple. They m
ay even use 

the nam
e of your broadband provider to sound m

ore legitim
ate.

The crim
inals m

ay ask yo
u to

 co
m

p
lete a 

num
b

er o
f actio

ns o
n yo

ur co
m

p
uter, and

 
they m

ay even b
e ab

le to
 d

em
o

nstrate 
an ‘erro

r’. They’ll then usually instruct yo
u 

to
 d

ow
nlo

ad
 w

hat is know
n as a ‘R

em
o

te 
A

ccess Tool’. This g
ives the crim

inal access 
to

 everything
 o

n yo
ur co

m
p

uter. They can 
access and

 co
py yo

ur d
ata, o

r d
ow

nlo
ad

 
m

alw
are o

nto
 yo

ur co
m

p
uter to

 m
o

nito
r 

w
hat yo

u d
o

 in the future.

F
raud

sters can even access yo
ur o

nline 
b

anking
, and

 transfer m
o

ney b
etw

een 
yo

ur acco
unts.

Yo
u m

ay also
 b

e asked
 to

 p
ay fo

r the 
‘assistance’ you have b

een g
iven. This could

 
b

e a one-o!  p
aym

ent or an ong
oing

 d
irect 

d
eb

it over m
any m

o
nths/years. If yo

u d
o

 
p

rovid
e p

aym
ent d

etails, these m
ay b

e used
 

to
 co

m
m

it further fraud
 ag

ainst yo
u. 
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H
ow

 to protect yourself
  A

 g
enuine co

m
p

uter service co
m

p
any 

w
ill never call yo

u o
ut o

f the b
lue 

reg
ard

ing
 issues w

ith yo
ur co

m
p

uter. 
If yo

u receive a call like this hang
 up

 
straig

ht aw
ay.

  N
ever allow

 anyo
ne to

 rem
o

tely access 
yo

ur co
m

p
uter.

  If yo
u are having

 issues w
ith yo

ur 
co

m
p

uter, co
ntact the retailer yo

u 
p

urchased
 it from

 reg
ard

ing
 service and

 
rep

air. If you are having
 issues w

ith your 
internet sp

eed
 o

r service, co
ntact yo

ur 
service p

rovid
er fo

r ad
vice o

r sup
p

o
rt.

  M
o

st b
ro

ad
b

and
 p

rovid
ers o

! er a free 
and

 easy test to
 m

easure the sp
eed

 o
f 

yo
ur b

ro
ad

b
and

 service.

  W
atch the M

etro
p

o
litan P

o
lice’s vid

eo
 

o
n C

om
p

uter Softw
are Service F

raud
 at 

w
w

w
.m

et.p
olice.uk/littlem

ed
ia.

G
enuine com

puter service 
com

panies don’t m
ake these calls.

R
EM

EM
B

ER

D
on’t let anyone rem

otely access 
your com

puter.

C
A

U
TIO

N

W
hy are they calling m

e, there 
didn’t seem

 to be a problem
? 

H
ow

 do I know
 they are genuine?

TH
IN

K
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Fraudsters cold call you pretending to be from
 your bank or from

 the police.  
They claim

 there is an issue w
ith your bank account or request your 

assistance w
ith an ongoing bank or police investigation. 

They claim
 they are co

nd
ucting

 an 
investigation, often saying it involves corrupt 
b

ank em
p

loyees o
r p

o
lice. They then ask 

fo
r yo

ur help
 o

r say yo
ur acco

unt is at risk.  
The ultim

ate aim
 o

f this call is to
 trick yo

u 
into

 p
arting

 w
ith yo

ur m
o

ney either in 
p

erso
n, o

nline, via a m
o

ney service b
ureau 

o
r in a b

ank. 
            

If they m
anage to convince you, they instruct 

yo
u to

 carry o
ut a task w

hich ultim
ately 

invo
lves yo

u hand
ing

 over yo
ur m

o
ney. 

These includ
e: 

 
  A

sking
 yo

u to
 attend

 yo
ur b

ank b
ranch 

to
 w

ithd
raw

 a larg
e sum

 o
f m

o
ney 

w
hich they w

ill then co
llect fro

m
 yo

u 
fo

r “evid
ence”. They m

ay claim
 the 

m
o

ney co
uld

 b
e co

unterfeit, o
r that it 

is g
o

ing
 to

 b
e sent o

!
 fo

r fo
rensic o

r 
fing

erp
rint analysis.

 
  A

sking
 yo

u to
 w

ithd
raw

 larg
e am

o
unts 

o
f fo

reig
n currency, w

hich w
ill sim

ilarly 
b

e co
llected

 by a co
urier fro

m
 yo

ur 
ho

m
e ad

d
ress.

 
  A

sking
 yo

u to
 p

rovid
e d

etails over the 
p

hone, includ
ing

 typ
ing

 in your P
IN

 then 
hand

ing
 over yo

ur card
s to

 a co
urier 

sent to
 yo

ur ad
d

ress (o
ften after yo

u 
have cut them

 up
 as instructed

).
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  A
sking

 yo
u to

 p
urchase hig

h value 
item

s, such as exp
ensive w

atches to
 

‘clear crim
inal fund

s’ w
hich w

ill ag
ain 

b
e co

llected
 by a co

urier.

  A
sking

 to
 p

urchase o
ther item

s, like g
ift 

card
s o

r vo
uchers. 

 In all o
f these cases they w

ill assure yo
u 

that yo
u w

ill so
o

n b
e reim

b
ursed

.

F
raud

sters w
ant to

 avo
id

 d
etectio

n, and
 

m
ay g

ive yo
u instructio

ns to
 achieve this 

such as: 

  Info
rm

ing
 yo

u it is an und
ercover 

o
p

eratio
n invo

lving
 b

ank/p
o

lice 
co

rrup
tio

n, so
 yo

u m
ust no

t tell b
ank 

sta!  o
r p

o
lice anything

 ab
o

ut the 
p

ho
ne call. They m

ay even threaten 
that yo

u co
uld

 b
e arrested

 if yo
u d

o.

  G
ive you a cover story to tell bank sta!  or 

p
olice, e.g

. the m
oney/item

 is for b
uild

ing
 

w
o

rks, a ho
lid

ay o
r a g

ift fo
r a relative. 

C
rim

inals have d
evelo

p
ed

 their m
etho

d
s 

further to
 no

 lo
ng

er invo
lve the co

urier. 
They m

ay now
 claim

 that as a result o
f 

the fraud
, they are investig

ating
 yo

ur b
ank 

acco
unt and

 therefo
re ask yo

u to
 transfer 

yo
ur m

o
ney into

 a ‘safe acco
unt’. They w

ill 
p

rovid
e yo

u w
ith the acco

unt d
etails and

 
m

ay even say this is set up
 in yo

ur nam
e.  

This is called
 P

ush P
aym

ent F
raud

 (see 
p

ag
e 36

).
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H
ow

 to protect yourself
 

  B
e extrem

ely w
ary o

f unso
licited

 p
ho

ne 
calls fro

m
 yo

ur b
ank o

r the p
o

lice, 
p

articularly if they are req
uesting

 
p

erso
nal info

rm
atio

n.

 
  E

nd
 the call, and

 call b
ack o

n a 
d

i!
erent p

ho
ne line o

r o
n a m

o
b

ile.  
If this is no

t p
o

ssib
le, w

ait at least o
ne 

m
inute b

efo
re calling

 b
ack. U

se either 
the telep

ho
ne num

b
er o

n yo
ur b

ank 
card

, g
o

 to
 the b

ank’s w
eb

site o
r fo

r 
the p

o
lice d

ial ‘10
1’.

 
  S

p
eak to

 friend
s o

r fam
ily b

efo
re 

carrying
 o

ut any actio
ns. D

o
n’t trust 

claim
s m

ad
e by co

ld
 callers.

 
  N

ever hand
 over yo

ur m
o

ney, b
ank 

card
s o

r m
ake p

urchases fo
llow

ing
 an 

unexp
ected

 call.

  N
ever share yo

ur P
IN

 w
ith anyo

ne.

  W
atch the M

etro
p

o
litan P

o
lice’s  

vid
eo

 o
n Im

p
ersonation F

raud
 at  

w
w

w
.m

et.p
olice.uk/littlem

ed
ia.

Your bank or the police w
ill never 

ask you for your PIN
, bank card, or 

ask you to w
ithdraw

 m
oney or buy 

item
s on their behalf.

R
EM

EM
B

ER

If you receive an unexpected call, 
hang up and use another phone to 
call back and confirm

 identity.

C
A

U
TIO

N

H
ow

 do I know
 they are w

ho they 
say they are?

TH
IN

K
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D
oor-to-door scam

s involve crim
inals knocking on your door and 

unexpectedly o!
ering products or services. Fraudsters convince you to 

pay for goods or w
ork w

hich is often overpriced, of poor quality or is not 
even carried out. In m

any cases, this w
ork isn’t even necessary. They m

ay 
use intim

idation and pressure you to m
ake quick decisions so that you 

agree to their dem
ands.

C
rim

inals m
ay try to convince you that w

ork 
is urg

ently req
uired

 and
 the p

rice they are 
charg

ing
 is fair. They w

ill p
ut p

ressure o
n 

yo
u to

 have the w
o

rk d
o

ne im
m

ed
iately 

and
 m

ay ask fo
r p

aym
ent up

fro
nt. O

ften 
the w

o
rk is no

t co
m

p
leted

, o
r if it is, the 

w
o

rk is to
 a p

o
o

r stand
ard

. Yo
u m

ay also
 

b
e overcharg

ed
 fo

r any w
o

rk d
o

ne.

They can use d
ecep

tion to convince you by:

 
  C

laim
ing

 they w
ere w

o
rking

 o
n a 

neig
hb

o
urs’ ad

d
ress and

 no
ticed

 yo
u 

need
 w

o
rk co

m
p

leting
 and

 they have 
left over m

aterials.

  Insp
ecting

 areas you can’t access, fo
r 

exam
p

le the lo
ft o

r ro
o

f and
 show

 yo
u 

p
ho

to
s o

r vid
eo

s claim
ing

 they are 
evid

ence that yo
u need

 the urg
ent 

rep
airs. B

ew
are of these tactics as these 

im
ag

es m
ay not even b

e your p
rop

erty.

 
  Throw

ing
 w

ater d
ow

n w
hen  

yo
u are no

t lo
o

king
 to

 ind
icate yo

u 
have ‘d

am
p

’.

They m
ay b

e insistent yo
u p

ay in cash 
im

m
ed

iately o
r p

ut d
ow

n a d
ep

o
sit, even 

o
!

ering
 to

 take yo
u to

 the b
ank to

 g
et the 

m
oney. If you d

o this, they m
ay continue to

 
find

 reaso
ns fo

r yo
u to

 p
ay m

o
re m

o
ney.

S
o

m
e callers w

ill b
e leg

itim
ate. G

as, 
electricity and

 w
ater co

m
p

anies m
ay visit 

to
 read

 yo
ur m

eters. C
harities m

ay visit 
to

 ask fo
r d

o
natio

ns and
 co

uncil o
"

cials 
m

ay co
ntact yo

u reg
ard

ing
 lo

cal issues. 
A

lw
ays ask fo

r id
entificatio

n and
 tell them

 
to

 w
ait o

utsid
e w

hilst yo
u check this by 

calling
 the co

m
p

any o
r sp

eaking
 to

 a 
relative o

r friend
. If yo

u are calling
 the 

co
m

p
any, d

o
n’t use the p

ho
ne num

b
er o

n 
the p

erso
n’s ID

 card
). 
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H
ow

 to protect yourself
  A

lw
ays check their id

entity. If yo
u are 

no
t hap

py ab
o

ut a p
erso

n’s id
entity, 

d
o

 no
t let them

 into
 yo

ur ho
use und

er 
any circum

stances.

  N
ever leave your front door open/unlocked

 
and

 unattend
ed

, so a second
 ind

ivid
ual 

can’t enter w
ithout your know

led
g

e.

  Take tim
e to consid

er your op
tions and

 
research costs from

 other p
rovid

ers. If in 
doubt contact your local Trading Standards.

  If yo
u feel p

ressured
 by any co

ld
 caller, 

have the confi dence to be fi rm
 and say no.

  Leg
itim

ate b
uild

ers d
o

 no
t call d

o
o

r 
to

 d
o

o
r.

  C
all C

onsum
erline fo

llow
ing

 a d
o

o
rstep

 
caller o

n 0
30

0
 123 6262.

Take tim
e to consider your options. 

D
on’t be pressured into m

aking a 
quick decision.

R
EM

EM
B

ER

N
ever pay upfront for goods or 

services you have not received.

C
A

U
TIO

N

A
re they a legitim

ate com
pany? 

W
hy haven’t they given you a 

w
ritten quote?

TH
IN

K
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 FRA
U

D
M

illions of people book their holiday online. W
hilst you can get som

e 
fantastic deals, crim

inals take advantage of this. They advertise fl ights,
accom

m
odation and other travel services that are not provided or don’t exist.

You m
ay only b

ecom
e aw

are you have b
een 

the victim
 of a scam

 w
hen you arrive at the 

airp
o

rt, o
r even w

o
rse, yo

ur d
estinatio

n to
 

fi nd
 no

 b
o

o
king

 has b
een m

ad
e.

The false ad
vertising

 can b
e either an 

entirely fraud
ulent w

eb
site o

r a fraud
ulent 

ad
vert p

o
sted

 o
n a g

enuine w
eb

site. 
Im

ag
es o

f the ho
lid

ay m
ay b

e used
 to

 
m

ake the o
! er seem

 authentic, how
ever 

these co
uld

 have b
een co

p
ied

 fro
m

 
anyw

here o
n the internet.

C
rim

inals w
ill o

ften ask yo
u to

 co
m

p
lete 

the b
o

o
king

 aw
ay fro

m
 the site, even 

o
! ering

 a further d
isco

unt fo
r d

o
ing

 so. 
They m

ay enco
urag

e p
aym

ent by d
irect 

b
ank transfer rather than third

 p
arty 

p
aym

ent services (e.g
. P

ayp
al) as this 

m
akes it m

uch hard
er fo

r yo
u to

 recover 
yo

ur fund
s.

F
raud

sters m
ay even send

 ‘co
nfi rm

atio
n’ 

em
ails to

 co
nvince yo

u the b
o

o
king

 has 
b

een m
ad

e. 
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H
ow

 to protect yourself
 

  W
here p

o
ssib

le, p
ay fo

r ho
lid

ays and
 

travel using a credit card. This can provide 
yo

u w
ith ad

d
itio

nal financial p
ro

tectio
n.

  E
nsure yo

ur b
o

o
king

 is covered
 by a 

co
nsum

er p
ro

tectio
n schem

e such as 
A

B
TA

 (A
sso

ciatio
n o

f B
ritish Travel 

A
g

ents) and
/o

r A
TO

L (A
ir Travel 

O
rg

aniser’s Licence). H
ow

ever, their 
lo

g
o

s can b
e co

p
ied

 by fraud
sters to

 
ad

d
 cred

ib
ility to

 their ad
verts. Lo

o
k fo

r 
the m

em
b

ership
 num

b
er and

 co
ntact 

the schem
e to

 co
nfirm

 if the co
m

p
any 

yo
u are using

 is really a m
em

b
er.

 
  R

esearch any p
ro

p
erty b

efo
re yo

u 
b

o
o

k and
 lo

o
k to

 see if it is ad
vertised

 
elsew

here o
r has its ow

n w
eb

site. B
e 

extrem
ely cautio

us if the p
rices are 

sig
nificantly d

i!
erent.

 
  D

o
n’t b

e co
nvinced

 by p
ho

to
s as they 

m
ay have b

een taken fro
m

 elsew
here 

o
n the internet. Yo

u can check p
ho

to
s 

using
 a reverse im

ag
e search o

n the 
internet thro

ug
h w

eb
sites like  

http
s://w

w
w

.tineye.com
/ o

r http
s://

reverse.p
hotos/

If possible, pay by credit card.

R
EM

EM
B

ER

B
e suspicious of any discount 

o!
ered for paying by bank 

transfer, or requests to com
plete 

the booking o!
site.

C
A

U
TIO

N

C
an I trust the advert? H

ow
 do I 

know
 the booking exists?

TH
IN

K
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Identity fraud involves the m
isuse of an individual’s personal details to 

com
m

it crim
e. Your details are valuable to crim

inals and can be m
isused 

by them
, or sold on to others. If your data is obtained by crim

inals it m
ay 

be used to obtain credit cards or bank accounts in your nam
e, as w

ell as 
num

erous other financial products. 

C
rim

inals can also
 use yo

ur sto
len 

info
rm

atio
n to

 g
ain access to

 the fund
s 

in yo
ur b

ank acco
unts, saving

s acco
unts 

o
r p

ensio
n. Yo

ur d
etails can b

e o
b

tained
 

in a num
b

er o
f w

ays, fro
m

 letters o
r b

ank 
statem

ents you throw
 aw

ay, to inform
ation 

stolen from
 your com

puter or m
obile device.

If yo
u b

eco
m

e a victim
 o

f id
entity fraud

 it 
m

ay severely a!
ect yo

ur cred
it rating

 and
 

it can take a sig
nificant am

o
unt o

f tim
e to

 
rectify this. 

         

H
ow

 to protect yourself
  S

ig
n up

 to
 a rep

utab
le cred

it rating
 

ag
ency. A

fter d
o

ing
 so

 yo
u w

ill 
b

e no
tified

 w
hen a cred

it check is 
co

m
p

leted
 using

 yo
ur d

etails. This can 
id

entify if so
m

eo
ne is using

 yo
ur d

etails 
w

itho
ut yo

ur know
led

g
e.

  If yo
u start to

 receive p
o

st fro
m

 a 
com

pany or organisation you don’t know
, 

find
 o

ut w
hy it is b

eing
 sent to

 yo
u.
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  B
e extrem

ely w
ary o

f unso
licited

 
p

ho
ne calls, em

ails o
r text m

essag
es 

claim
ing

 to
 b

e fro
m

 yo
ur b

ank o
r yo

ur 
p

ho
ne p

rovid
er. P

articularly if they are 
req

uesting
 p

erso
nal info

rm
atio

n such 
as d

ates o
f b

irth o
r p

assw
o

rd
s. 

  R
eview

 yo
ur b

ank and
 cred

it 
statem

ents fo
r any susp

icio
us activity.

  H
ave security so

ftw
are installed

 o
n 

yo
ur co

m
p

uter and
 m

o
b

ile d
evices 

to
 p

revent m
alicio

us so
ftw

are b
eing

 
d

ow
nlo

ad
ed

. M
ake sure the so

ftw
are 

is kep
t up

 to
 d

ate as p
ro

m
p

ted
.

  D
o

 no
t o

p
en attachm

ents o
r click o

n 
links in unexp

ected
 em

ails. This can lead
 

to m
alicious softw

are b
eing

 d
ow

nload
ed

 
o

n to
 yo

ur d
evice o

r yo
ur info

rm
atio

n 
b

eing
 harvested

 fro
m

 fraud
ulent 

w
eb

sites yo
u are d

irected
 to.

  M
ake sure you dispose of any docum

ents 
w

hich co
ntain p

erso
nal info

rm
atio

n 
securely (via shred

d
er, o

r b
urning

 etc.)

Your personal inform
ation is 

valuable and needs protecting.

R
EM

EM
B

ER

B
e w

ary of anyone asking you for 
your private inform

ation.

C
A

U
TIO

N

W
hy am

 I being asked to give this 
inform

ation? Is it necessary?

TH
IN

K
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Investing in stocks and shares or any other com

m
odity can be a 

successful w
ay of m

aking m
oney. H

ow
ever, it can also lead to people 

losing their entire life savings. C
rim

inals w
ill persuade you to invest in 

all kinds of products. They w
ill o!

er you high rates of return, particularly 
over longer periods of tim

e, w
hich often do not exist.

C
o

m
m

o
n p

ro
d

ucts o
!

ered
 includ

e 
b

inary o
p

tio
ns, virtual currency, carb

o
n 

cred
its, w

ine, rare m
etals, g

em
sto

nes, 
land

 and
 alternative energ

y. O
ften, initial 

investm
ents w

ill yield
 sm

all returns as an 
incentive to

 invest further fund
s. H

ow
ever, 

larg
er investm

ents o
r cashing

 o
ut w

ill b
e 

m
et w

ith excuses o
r a p

enalty charg
e. 

E
ventually co

ntact w
ith the fraud

ster w
ill 

b
e im

p
o

ssib
le and

 all fund
s and

 b
o

g
us 

returns lo
st.

F
raud

sters are o
rg

anised
 and

 they m
ay 

have d
etails o

f p
revio

us investm
ents yo

u 
have m

ad
e, o

r shares yo
u have p

urchased
. 

K
now

ing
 this info

rm
atio

n d
o

es no
t m

ean 
they are g

enuine.

C
rim

inals m
ay d

irect you to w
ell-p

resented
 

w
eb

sites o
r send

 yo
u g

lo
ssy m

arketing
 

m
aterial. These resources d

o not p
rove they 

are a g
enuine co

m
p

any. M
any fraud

ulent 

com
p

anies have a p
olished

 custom
er im

ag
e 

to
 cover their illeg

al activities.

It is relatively easy to
 reg

ister a co
m

p
any 

w
ith C

o
m

p
anies H

o
use. This d

o
es no

t 
co

nfirm
 o

r end
o

rse that they can p
rovid

e 
g

enuine investm
ents. Ind

eed
, em

erg
ing

 
investm

ent m
arkets m

ay b
e unreg

ulated
, 

m
aking

 these o
p

en to
 ab

use.

C
o

m
p

anies m
ay b

e reg
istered

 at 
p

restig
io

us ad
d

resses, fo
r exam

p
le C

anary 
W

harf o
r M

ayfair. This d
o

es no
t m

ean 
they o

p
erate fro

m
 there. It is an accep

ted
 

b
usiness p

ractice to
 rent such a virtual 

o
"

ce to
 enhance a b

usiness’s status. 
H

ow
ever, fraud

sters are also
 aw

are o
f this 

and
 exp

lo
it it.

The fraud
ster m

ay p
ut p

ressure o
n yo

u by 
o
!

ering
 a ‘o

nce in a lifetim
e o

p
p

o
rtunity’ 

o
r claim

 the d
eal has to

 b
e d

o
ne q

uickly 
to

 m
axim

ise p
ro

fit.
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In ad
d

ition – b
e w

ary of com
p

anies that 
o! er to ‘recover’ any fund

s you have lost 
to any sort of investm

ent scam
. They m

ay 
b

e linked
 to the com

p
any w

ho initially 
d

efraud
ed

 you in the fi rst p
lace and

 m
ay 

b
e targ

eting
 you ag

ain. This is know
n as 

‘R
ecovery F

raud
’. 

H
ow

 to protect yourself
  There are no

 g
et rich q

uick schem
es. 

If it so
und

s to
o

 g
o

o
d

 to
 b

e true, it 
p

ro
b

ab
ly is.

  G
enuine investm

ent co
m

p
anies w

ill 
no

t co
ld

 call yo
u. B

e extrem
ely w

ary o
f 

anyo
ne w

ho
 d

o
es.

  R
esearch b

o
th w

hat yo
u have b

een 
o
! ered

, and
 the investm

ent co
m

p
any.  

S
p

eak to
 Trad

ing
 Stand

ard
s if yo

u 
have co

ncerns. 

  B
efo

re investing
, check the 

F
inancial C

o
nd

uct A
utho

rity reg
ister 

(http
s://reg

ister.fca.org
.uk/) to

 see if 
the fi rm

 o
r ind

ivid
ual yo

u are d
ealing

 
w

ith is autho
rised

.

  C
heck the FC

A
 W

arning
 List o

f fi rm
s 

to
 avo

id
.

D
on’t be pressured into m

aking a 
quick decision.

R
EM

EM
B

ER

Seek independent fi nancial advice
before com

m
itting to any investm

ent.

C
A

U
TIO

N

W
hy w

ould a legitim
ate investm

ent 
com

pany call m
e out of the blue?

TH
IN

K
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G
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U

C
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O
nline shopping can save you tim

e, e! ort and m
oney. M

illions of people 
use w

ebsites such as eB
ay and A

utoTrader to buy new
 or second hand 

goods for com
petitive prices. These sites give you the opportunity to 

purchase a huge choice of goods from
 all over the w

orld. H
ow

ever, 
am

ong the genuine buyers and sellers on these sites, there are crim
inals 

w
ho use the anonym

ity of the internet to o! er goods for sale they do 
not have, or are fake.

In the m
ajo

rity o
f transactio

ns, the b
uyer 

and
 seller never m

eet. W
hich m

eans w
hen 

m
aking

 a p
urchase o

r sale o
n a w

eb
site, 

yo
u are reliant o

n the security m
easures 

o
f the site. 

F
raud

sters w
ill ad

vertise an item
 fo

r sale, 
freq

uently at a b
arg

ain p
rice co

m
p

ared
 to

 
o

ther listing
s o

f a sim
ilar typ

e. They m
ay 

have p
ictures o

f the item
 so

 it ap
p

ears to
 

b
e a g

enuine sale.

A
 favo

ured
 tactic is to

 enco
urag

e b
uyers 

to
 m

ove aw
ay fro

m
 the w

eb
site to

 
co

m
p

lete the transactio
n, and

 the crim
inal 

m
ay o

! er a further d
isco

unt if yo
u d

o
 so. 

M
any w

eb
sites o

! er users the o
p

p
o

rtunity 
to

 p
ay via a reco

g
nised

, secure third
 p

arty 
p

aym
ent service, such as P

ayP
al, A

nd
ro

id
 

P
ay o

r A
p

p
le P

ay. R
ead

 the w
eb

site’s 
ad

vice and
 stick to

 it. F
raud

sters m
ig

ht b
e 

insistent yo
u p

ay via b
ank transfer instead

. 
B

y co
m

m
unicating

 and
 p

aying
 aw

ay fro
m

 
the w

eb
site, co

ntrary to
 their p

o
licies, yo

u 
risk lo

sing
 any p

ro
tectio

n yo
u had

. 
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C
rim

inals m
ay also

 em
ail o

r co
ntact yo

u 
if yo

u have ‘b
id

’ o
n an item

 b
ut no

t b
een 

successful in w
inning

 the auction. They w
ill 

claim
 that the w

inning
 b

id
d

er p
ulled

 o
ut 

o
r d

id
n’t have the fund

s and
 o
! er yo

u the 
chance to

 b
uy the item

. O
nce yo

u ag
ree, 

they w
ill either p

rovid
e b

ank d
etails or even 

insist p
aym

ent is m
ad

e via a third
 p

arty 
p

aym
ent service fo

r m
utual p

ro
tectio

n. 
O

nce yo
u ag

ree, they ‘arrang
e’ this. Yo

u 
then receive a very leg

itim
ate looking

 em
ail 

w
hich ap

p
ears to

 b
e fro

m
 the w

eb
site o

r 
a third

 p
arty p

aym
ent service d

irecting
 

yo
u how

 to
 m

ake the p
aym

ent. S
o

m
e are 

very so
p

histicated
, even having

 ‘Live C
hat’ 

functio
ns that yo

u can use to
 sp

eak to
 a 

sales advisor! U
nfortunately, you w

ill again be 
com

m
unicating

 to the fraud
ster, so b

ew
are!

In both these scenarios, once the paym
ent is 

m
ade, the ‘seller’ w

on’t send the item
. They’ll 

either not reply to you or m
ake excuses as to

 
w

hy they haven’t sent the g
o

o
d

s.

If they d
o

 send
 the item

, they’ll send
 

co
unterfeit g

o
o

d
s instead

 o
f the g

enuine 
item

s ad
vertised

. A
g

ain, yo
u m

ay strug
g

le 
to

 receive any co
m

p
ensatio

n o
r reso

lutio
n 

to this p
rob

lem
 from

 the leg
itim

ate w
eb

site, 
as it co

uld
 b

e ag
ainst their p

o
licies.

F
raud

sters also
 use e-co

m
m

erce w
eb

sites 
to

 p
o

se as ‘b
uyers.’ If yo

u have an item
 fo

r 
sale, they m

ay co
ntact yo

u and
 arrang

e to
 

p
urchase this. It is com

m
on for crim

inals to
 

fake a confi rm
ation that p

aym
ent has b

een 
m

ad
e. B

efo
re p

o
sting

 any item
, lo

g
 in to

 
yo

ur acco
unt via yo

ur no
rm

al m
etho

d
 

(no
t a link o

n the em
ail received

) and
 

check that yo
u have received

 the m
o

ney.

You m
ust also b

e careful w
hat ad

d
ress you 

send
 item

s to. F
raud

sters m
ay ask yo

u to
 

send
 item

s to a d
i! erent ad

d
ress. They m

ay 
claim

 they need it sent to their w
ork address 

or to a friend
 or fam

ily m
em

b
er. If you send

 
the item

 to an ad
d

ress other than the one 
registered on the user account, you m

ay not 
be provided any protection from

 the w
ebsite 

o
r p

aym
ent service. 
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H
ow

 to protect yourself
 Stay o

n the w
eb

site!

 
  B

e w
ary o

f o
!

ers that lo
o

k to
o

 g
o

o
d

 to
 

b
e true.

  R
ead

 the co
nsum

er ad
vice o

n any 
w

eb
site yo

u are using
 to

 m
ake a 

p
urchase. U

se the reco
m

m
end

ed
 

p
aym

ent m
etho

d
, o

r yo
u m

ay no
t b

e 
refund

ed
 fo

r any lo
sses to

 fraud
.

 
  R

esearch the seller/b
uyer and

 any o
f 

their b
id

d
ing

 histo
ry.

 
  D

o
n’t b

e co
nvinced

 by p
ictures, they 

m
ay have b

een taken fro
m

 so
m

ew
here 

else o
n the internet. Yo

u can check 
p

ho
to

s using
 a reverse im

ag
e search o

n 
the internet thro

ug
h w

eb
sites like  

w
w

w
.tineye.com

 or https://reverse.photos/

 
  B

e susp
icio

us o
f any req

uests to
 p

ay 
by b

ank transfer o
r virtual currency 

instead
 o

f the w
eb

sites reco
m

m
end

ed
 

p
aym

ent m
etho

d
s.

 
  N

ever b
uy a vehicle w

itho
ut seeing

 
it in p

erso
n. A

sk to
 see the relevant 

d
o

cum
entatio

n fo
r the vehicle to

 
ensure the seller has ow

nership
.

 
  If yo

u are selling
 o

nline, b
e w

ary o
f any 

em
ails stating

 fund
s have b

een sent.  
A

lw
ays lo

g
 in to

 yo
ur acco

unt via yo
ur 

no
rm

al ro
ute (no

t via link in em
ail)  

to
 check. 

  W
atch the M

etro
p

o
litan P

o
lice’s  

vid
eo

 o
n O

nline S
ho

p
p

ing
 F

raud
 at 

w
w

w
.m

et.p
olice.uk/littlem

ed
ia.

Stay on site.

R
EM

EM
B

ER

B
e w

ary of paying by bank transfer 
or virtual currency.

C
A

U
TIO

N

W
hy is this item

 so cheap?  
Is it a scam

?

TH
IN

K
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Paym
ent fraud is a specifi c type of fraud w

hich targets businesses 
w

ith the intention of getting them
 to transfer m

oney to a bank account 
operated by the crim

inal.

There are tw
o m

ain typ
es of p

aym
ent fraud

, 
C

E
O

 fraud
 and

 M
and

ate F
raud

. B
o

th are 
usually targ

eted
 at sta!  w

ithin a com
p

any’s 
acco

unts d
ep

artm
ent and

 use sp
o

o
fed

 
send

er em
ail ad

d
resses (som

etim
es called

 
B

usiness E
m

ail C
o

m
p

ro
m

ise). 

C
E

O
 fraud

 invo
lves an em

ail that claim
s to

 
b

e fro
m

 a senio
r m

em
b

er o
f sta!  w

ithin a 
co

m
p

any such as a C
E

O
 (C

hief E
xecutive 

O
"  cer). The em

ail w
ill ask the receiver 

to
 m

ake a p
aym

ent o
r transfer fund

s fo
r 

an o
ng

o
ing

 o
r new

 b
usiness transactio

n. 
O

ften the p
aym

ent req
uest is m

arked
 as 

urgent and pressure is applied to the receiver 
to

 m
ake the p

aym
ent as so

o
n as p

o
ssib

le. 

M
and

ate fraud
 invo

lves an em
ail w

hich 
ap

p
ears to

 co
m

e fro
m

 a know
n sup

p
lier. 

The em
ail w

ill req
uest that future 

p
aym

ents fo
r p

ro
d

ucts o
r services are 

m
ad

e to
 a new

 b
ank acco

unt and
 g

ive a 
reaso

n fo
r the acco

unt chang
e. 

In each instance, the new
 acco

unt w
ill b

e 
und

er the co
ntro

l o
f the crim

inal and
 any 

fund
s p

aid
 in to

 it w
ill b

e lo
st.
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H
ow

 to protect yourself
If an em

ail is received
 req

uesting
 a chang

e 
o

f b
ank d

etails o
n an acco

unt o
r a o

ne 
o
!  p

aym
ent, verify this by m

aking
 d

irect 
co

ntact w
ith the o

rg
anisatio

n o
r p

erso
n 

req
uesting

 the chang
e. Id

eally, p
ho

ne 
them

 o
n a num

b
er yo

u alread
y have, 

failing
 that, d

o
ub

le check the em
ail used

.  
D

o
 no

t use any co
ntact d

etails fro
m

 the 
susp

icio
us em

ail. D
o

n’t b
e p

ressurised
 by 

any em
ail, o

r fo
llow

 up
 p

ho
ne call, as this 

m
ay b

e the crim
inal. A

lw
ays d

o
ub

le check.

H
ow

ever, som
e crim

inals are g
etting

 w
ise to

 
this, and

 so w
ill p

rep
 a victim

 in ad
vance by 

contacting
 them

 a few
 d

ays or w
eeks earlier 

to
 chang

e any sto
red

 p
ho

ne num
b

ers o
r 

em
ails to

 their ow
n. S

o, it’s a g
o

o
d

 id
ea to

 
d

o
ub

le check any co
ntact w

hen chang
e o

f 
d

etails o
ccur. M

ake sure yo
u d

o
ub

le check 
via the o

rig
inal co

ntact d
etails. 

W
atch the M

etro
p

o
litan P

o
lice’s vid

eo
 o

n 
P

aym
ent F

raud
 at w

w
w

.m
et.p

olice.uk/
littlem

ed
ia.

D
on’t change bank details w

ithout 
double checking.

R
EM

EM
B

ER

Som
etim

es, crim
inals w

ill call in 
advance to fraudulently change 
contact num

bers. C
heck w

hen 
these change too.

C
A

U
TIO

N

W
hy does this paym

ent have to 
be m

ade?

TH
IN

K
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O
nline banking m

akes m
anaging m

oney easier for the general public, 
how

ever crim
inals are taking advantage of this ease of banking and 

using it to defraud the public.

C
rim

inals can p
retend

 to
 b

e fro
m

 
so

m
ew

here o
"  cial, fo

r exam
p

le, yo
ur 

b
ank, o

r the tax o
"  ce. They co

ntact yo
u 

via em
ail, p

ho
ne o

r so
cial m

ed
ia, and

 then 
w

arn yo
u o

f fake susp
icio

us o
r crim

inal 
activity o

n yo
ur b

ank acco
unt. They state 

that they’ve set up
 a safe acco

unt fo
r yo

u 
to

 transfer yo
ur fund

s into. H
ow

ever, this 
is actually their acco

unt.

H
ow

 to protect yourself
  B

e susp
icio

us o
f a call o

ut o
f the b

lue 
fro

m
 so

m
eo

ne claim
ing

 to
 b

e fro
m

 a 
p

o
sitio

n o
f autho

rity.

  Take d
ow

n the p
erso

n’s d
etails (nam

e, 
autho

rity, d
ep

artm
ent, b

ranch etc.) 
and

 verify using
 ind

ep
end

ent so
urce 

co
ntact d

etails. 

  A
 g

enuine o
"  cial fro

m
 the P

o
lice, 

yo
ur b

ank, H
M

R
C

 o
r any o

ther trusted
 

autho
rity w

ill N
E

V
E

R
 call yo

u to
 ask 

yo
u to

 verify yo
ur p

erso
nal b

anking
 

d
etails, P

IN
 o

r p
assw

o
rd

, o
r threaten 

yo
u w

ith arrest.
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  N
ever transfer m

o
ney into

 ano
ther 

acco
unt unless yo

u are 10
0

%
 certain o

f 
the ow

ner o
f the acco

unt.

  Yo
ur b

ank w
ill never set up

 a “safe” 
acco

unt fo
r yo

u.

  If yo
u are a victim

, co
ntact yo

ur b
ank as 

soon as p
ossib

le, as they m
ay b

e ab
le 

to
 help

 sto
p

 the transfer.

  W
atch the M

etro
p

o
litan P

o
lice’s 

vid
eo

 o
n Im

p
erso

natio
n F

raud
 at 

w
w

w
.m

et.p
olice.uk/littlem

ed
ia.

Your bank w
ill never set up a 

‘safe account’.

R
EM

EM
B

ER

U
nless you defi nitely know

 w
ho 

the account belongs to, it m
ight 

not be safe.

C
A

U
TIO

N

W
ho told m

e this account w
as safe?  

H
ave I checked their identity?

TH
IN

K
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W
R

ITTEN
 W

ITH
 SA

FER
-JO

B
S A

N
D

 TH
E D

ISC
LO

SU
R

E B
A

R
R

IN
G

 SER
V

IC
E (D

B
S)

M
ost people apply for a num

ber of di!
erent jobs throughout their 

w
orking lives. A

s technology advances, so do the techniques fraudsters 
use to exploit job seekers during this process. 

The m
ajo

rity o
f these fraud

s invo
lve the 

recruiter d
em

and
ing

 som
e kind

 of p
aym

ent 
o

r fee fo
r D

isclo
sure B

arring
 S

ervice 
(D

B
S

) checks, training
, certificatio

n, travel 
o

r w
o

rk p
erm

its. The jo
b

 ad
vert w

hich 
has attracted

 ap
p

licants is o
ften fake and

 
the recruiter m

ay sto
p

 co
m

m
unicatio

n 
o

nce p
aym

ent is received
 o

r ask fo
r m

o
re! 

Info
rm

atio
n p

rovid
ed

 to
 fraud

sters by 
‘ap

p
licants’ can also

 b
e used

 by crim
inals 

to
 o

p
en up

 b
ank accounts and

 loans, 
know

n as id
entity theft.

        

H
ow

 to protect yourself
 

  A
p

p
licants sho

uld
 research the 

co
m

p
any ad

vertising
 the ro

le to
 m

ake 
sure that the jo

b
 b

eing
 ap

p
lied

 fo
r 

exists. Yo
u sho

uld
 b

e susp
icio

us if 
asked

 to
 p

ay fo
r any fees up

fro
nt fo

r 
security checks, visas o

r training
.

  N
ever p

ho
ne the co

m
p

any o
n a 

p
rem

ium
 rate num

b
er fo

r an interview
, 

p
rem

ium
 rate p

ho
ne scam

s are 
com

m
on. You can end

 up
 p

aying
 a larg

e 
am

o
unt fo

r every m
inute yo

u are kep
t 

o
n ho

ld
. If yo

u are in any d
o

ub
t visit 

w
w

w
.ofcom

.org
.uk/p

hones-telecom
s-

and
-internet/ad

vice-for-consum
ers  

o
r research the num

b
er o

nline. 
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  N
ever p

rovid
e p

erso
nal d

etails such as 
yo

ur b
ank acco

unt, N
atio

nal Insurance 
num

b
er, d

ate o
f b

irth, d
riving

 licence 
o

r utility b
ill info

rm
atio

n d
uring

 an 
ap

p
licatio

n p
ro

cess o
r o

n yo
ur C

V.

  D
o

 no
t co

nd
uct the w

ho
le p

ro
cess 

o
nline. A

t so
m

e p
o

int a jo
b

 ap
p

licatio
n 

sho
uld

 lead
 to

 a telep
ho

ne call o
r face-

to
-face interview

. B
e w

ary o
f hiring

 
ag

ents w
ho

 keep
 so

lely to
 em

ail.

  D
o

 so
m

e research, fi nd
 o

ut ab
o

ut the 
co

m
p

any that the jo
b

 is w
ith. C

heck 
land

line telep
ho

ne num
b

ers to
 co

nfi rm
 

the jo
b

 is real. U
se so

cial m
ed

ia and
 

sim
ilar so

urces to
 d

ig
 d

eep
er into

 the 
o

rg
anisatio

n to
 check their rep

utatio
n.

  If yo
u’re in d

o
ub

t ab
o

ut a jo
b

 ad
vert, 

visit w
w

w
.safer-job

s.com
 for free ad

vice.

Your personal inform
ation is 

valuable, protect it.

R
EM

EM
B

ER

D
o som

e research to check if the 
com

pany exists and if they are 
really advertising the role.

C
A

U
TIO

N

W
hy am

 I being asked to m
ake 

upfront paym
ents?

TH
IN

K
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ating online is now
 one of the m

ost popular w
ays for new

 couples to 
m

eet, w
ith m

illions of people finding new
 relationships, rom

ance and 
love this w

ay. U
nfortunately, am

ongst the genuine profiles are fake 
profiles set up by fraudsters. They are after your m

oney, not your love. 
They are m

asters of m
anipulation, playing on your good nature and 

em
otions to ultim

ately steal your m
oney.

C
rim

inals w
ill b

uild
 a relatio

nship
 w

ith 
o

nline m
em

b
ers, q

uickly asking
 to

 m
ove 

co
m

m
unicatio

n o
!

 the d
ating

 w
eb

site. 
This is so

 they can co
ntinue their co

ntact 
w

ith yo
u, even if their p

ro
file is later 

id
entified

 by the site as fraud
ulent and

 
sub

seq
uently d

eleted
.

F
raud

sters are o
ften very flattering

, 
ap

p
earing

 really interested
 in yo

u w
ithin 

a sho
rt sp

ace o
f tim

e. H
ow

ever, they w
ill 

use a rang
e o

f excuses as to
 w

hy they 
can’t m

eet in p
erso

n, such as they are 
stuck overseas, have a fam

ily em
erg

ency 
o

r have an issue w
ith their b

usiness. They 
then start asking

 fo
r m

o
ney to

 help
 w

ith 
their p

ro
b

lem
s, assuring

 yo
u they w

ill p
ay 

it b
ack as so

o
n as they can. The fraud

ster 
m

ay claim
 to

 b
e d

esp
erate to

 m
eet yo

u as 
soon as this ob

stacle is overcom
e. This is 

all a scam
 and

 their true intention is to take 
as m

uch m
o

ney fro
m

 yo
u as they can.

H
ow

 to protect yourself
  K

eep
 all co

m
m

unicatio
n o

n the d
ating

 
w

eb
site o

r ap
p

 yo
u are using

. 

  D
o

n’t b
e co

nvinced
 by p

ro
file p

ictures, 
they m

ay have b
een taken from

 
som

ew
here else on the internet. Yo

u can 
check p

ho
to

s using
 a reverse im

ag
e 

search o
n the internet thro

ug
h w

eb
sites 

like http
s://w

w
w

.tineye.com
 o

r  
http

s://reverse.p
hotos. 

  D
o

 yo
ur ow

n research o
n the p

erso
n – 

are they m
em

b
ers o

f any o
ther so

cial 
netw

o
rking

 sites? C
an yo

u co
nfirm

 
w

hat they are telling
 yo

u ab
o

ut 
them

selves, such as w
here they w

o
rk o

r 
w

here they live?
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  N
ever send

 m
o

ney to
 so

m
eo

ne 
yo

u have no
t m

et in p
erso

n and
 b

e 
extrem

ely w
ary o

f g
iving

 m
o

ney to
 

so
m

eo
ne yo

u have recently started
 a 

relatio
nship

 w
ith.

  B
e w

ary o
f anyo

ne asking
 yo

u to
 

receive m
o

ney o
n their b

ehalf and
 

transfer it o
n. They m

ay b
e using

 yo
u 

to
 laund

er m
o

ney.

  Talk to
 fam

ily and
 friend

s fo
r ad

vice, 
even if the o

ther p
arty is asking

 yo
u 

to
 keep

 the relatio
nship

 secret. 

  W
atch the M

etro
p

o
litan P

o
lice’s 

vid
eo

 o
n R

o
m

ance F
raud

 at 
w

w
w

.m
et.p

olice.uk/littlem
ed

ia.

Stay on site! N
ever send m

oney 
to som

eone you have not m
et in 

person, or receive/ transfer m
oney 

on their behalf.

R
EM

EM
B

ER

B
e w

ary of continuing the 
relationship aw

ay from
 the dating 

w
ebsite you initially m

ade contact on.

C
A

U
TIO

N

W
hy are they so quick to declare 

their love for m
e? H

ow
 do I know

 
they are telling m

e the truth?

TH
IN

K
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SC
A

M
 M

A
IL

M
any victim

s of scam
 m

ail, also know
n as m

ass m
arket fraud, are draw

n 
in by the thrill of a guaranteed w

in. You w
ill part w

ith m
oney in order to 

claim
 a prize that does not exist. O

ften, victim
s of this type of crim

e are 
elderly or vulnerable. They are targeted because they m

ay live alone or 
have access to significant savings or pension funds.

There are num
erous types of scam

 m
ail, som

e 
m

ore obvious than others. B
e w

ary of w
hat 

you rep
ly to, p

articularly if you are asked
 to

 
send m

oney or provide personal inform
ation.

The letters m
ay claim

 yo
u have w

o
n a 

p
rize d

raw
; co

m
p

etitio
n o

r lo
ttery yo

u 
have no

t even entered
. The letters w

ill 
b

e p
erso

nally ad
d

ressed
 to

 yo
u, g

iving
 

the illusio
n that yo

u have b
een sp

ecially 
selected

. Yo
ur nam

e m
ay ap

p
ear 

num
ero

us tim
es w

ithin the letter, using
 

w
o

rd
s like ‘g

uaranteed
 w

inner’.

They w
ill req

uest a fee to
 claim

 yo
ur p

rize. 
This fee m

ay b
e ad

vertised
 as a d

elivery 
o

r ad
m

inistratio
n co

st. F
raud

sters m
ay 

also
 try to

 o
b

tain yo
ur p

erso
nal d

etails 
such as b

ank acco
unt o

r d
ate o

f b
irth.

 

B
e w

ary o
f letters o

!
ering

 d
isco

unted
 

g
o

o
d

s o
r sam

p
les. A

lw
ays check the sm

all 
p

rint and
 m

ake sure yo
u are no

t ag
reeing

 
to

 a d
irect d

eb
it w

itho
ut realising

.

It o
nly takes a sing

le resp
o

nse to
 scam

 
m

ail, to
 b

e inund
ated

 w
ith m

o
re. A

fter this 
resp

o
nse yo

ur d
etails w

ill b
e ad

d
ed

 to
 a 

‘victim
s list’ that o

ther fraud
sters have 

access to. 
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F FRA
U

D

H
ow

 to protect yourself
  Yo

u canno
t w

in a co
m

p
etitio

n o
r lo

ttery 
yo

u have no
t entered

! If yo
u are asked

 
to

 p
ay an up

fro
nt fee fo

r such a ‘w
in’ 

d
o

 no
t p

ay!

  If yo
u p

urchase g
o

o
d

s in resp
o

nse to
 a 

m
ail o

! er, m
ake sure yo

u review
 yo

ur 
b

ank o
r cred

it card
 statem

ents.

 A
ny d

oub
ts, sp

eak to a friend
 or relative.

You cannot w
in a prize if you 

haven’t entered.

R
EM

EM
B

ER

Be w
ary of anyone asking you for 

your private inform
ation.

C
A

U
TIO

N

W
hy am

 I being asked to m
ake 

upfront paym
ents?

TH
IN

K
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TIC
K

ETIN
G

 FRA
U

D
G

etting tickets to see your favourite band, football team
 or theatre 

production can be extrem
ely di"  cult as tickets sell out quickly. 

C
rim

inals take advantage of this by o! ering tickets for sale that do not 
exist or are fake.

M
o

st event tickets are so
ld

 via rep
utab

le 
w

eb
sites o

p
erated

 by p
ro

m
o

ters, the 
event venue o

r o
ther o

"  cial ag
ents. 

M
any tickets are also

 o
! ered

 fo
r sale o

n 
seco

nd
ary resale sites. F

raud
sters set up

 
fake ticket sales w

eb
sites, p

lace ad
verts 

o
n seco

nd
ary resale sites o

r use so
cial 

m
ed

ia to
 sell tickets they d

o
 no

t have.

O
nce a p

aym
ent is m

ad
e, you w

ill either not 
receive the tickets, or the tickets you receive 
w

ill b
e fake or non-transferrab

le. W
hen you 

arrive at the venue yo
u w

ill no
t g

et in.

S
o

m
e tickets are no

n-transferab
le and

 
can o

nly b
e used

 by the p
erso

n w
ho

 
initially p

urchased
 them

. In m
any cases, 

unauthorised
 resale of these tickets is illeg

al. 
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TY
PES O

F FRA
U

D

H
ow

 to protect yourself
  B

uy tickets fro
m

 the event p
ro

m
o

ter, 
venue b

ox o
"

ce, o
"

cial ag
ent o

r a 
rep

utab
le ticket exchang

e site o
r ap

p
.

 
  W

here p
o

ssib
le, p

ay fo
r tickets using

 
a cred

it card
 as this o

!
ers ad

d
itio

nal 
financial p

ro
tectio

n.

  B
e susp

icio
us o

f req
uests to

 p
ay by 

b
ank transfer.

  B
e w

ary o
f p

aying
 fo

r tickets w
here yo

u 
are to

ld
 so

m
eo

ne w
ill m

eet yo
u at the 

event w
ith yo

ur tickets as they m
ay no

t 
arrive.

  If the retailer is a m
em

b
er o

f the 
S

o
ciety o

f Ticket A
g

ents and
 R

etailers 
(STA

R
), yo

u are o
!

ered
 ad

d
itio

nal 
p

ro
tectio

n if so
m

ething
 g

o
es w

ro
ng

. 
If a w

eb
site show

s their lo
g

o
 yo

u can 
check they are really a m

em
b

er o
n 

w
w

w
.star.org

.uk.

 
  F

o
r further info

rm
atio

n o
n b

uying
 

tickets safely visit the STA
R

 w
eb

site. 

The site you are using could be fake.

R
EM

EM
B

ER

U
se your credit card to pay, 

this could o!
er you additional 

protection.

C
A

U
TIO

N

H
ow

 can I check the tickets are real?

TH
IN

K
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B
IG

SC
A

M
S

  W
H

AT TO
 D

O
 

IF YO
U

 G
ET SC

A
M

M
ED

G
ET H

ELP A
N

D
 R

EPO
R

T A
 SC

A
M

If you think you have uncovered a scam
, have been targeted by a scam

 
or fallen victim

, there are m
any authorities you can contact for advice or 

to m
ake a report.

R
ep

o
rting

 crim
e, includ

ing
 fraud

, is im
p

o
rtant. If yo

u d
o

n’t tell the autho
rities, how

d
o

 they know
 it has hap

p
ened

 and
 how

 can they d
o

 anything
 ab

o
ut it? R

em
em

b
er 

that if yo
u are a victim

 o
f a scam

 o
r an attem

p
ted

 scam
, how

ever m
ino

r, there m
ay b

e 
hund

red
s o

r tho
usand

s o
f o

thers in a sim
ilar p

o
sitio

n. Yo
ur info

rm
atio

n m
ay fo

rm
 p

art 
o

f o
ne b

ig
 jig

saw
 and

 m
ay b

e vital to
 co

m
p

leting
 the p

icture.

R
eporting fraud 

F
raud

 can b
e rep

o
rted

 d
irectly to

 the 
P

o
lice S

ervice o
f N

o
rthern Ireland

 by 
calling

 10
1 (9

9
9

 in an em
erg

ency) and
 by 

visiting
 yo

ur lo
cal p

o
lice statio

n.

A
ction Fraud 

R
eporting online:w

w
w

.actionfraud.police.uk
Telep

ho
ne rep

o
rting

:0
30

0
 123 20

4
0

U
nless
  A

 crim
e is in p

ro
g

ress o
r ab

o
ut to

 b
e 

co
m

m
itted

.

  The susp
ect is know

n o
r can b

e easily 
id

entifi ed
.

 The crim
e invo

lves a vulnerab
le victim

. 

If this is the case yo
u sho

uld
 co

ntact 
p

o
lice d

irectly either by d
ialling

 999
 in an 

em
erg

ency, d
ialling

 10
1 in a non-em

erg
ency 

o
r visiting

 yo
ur lo

cal p
o

lice statio
n.

If yo
u have any info

rm
atio

n o
n any 

crim
e and

 yo
u w

o
uld

 p
refer no

t to
 sp

eak 
to

 p
o

lice, yo
u can call C

rim
esto

p
p

ers 
ano

nym
o

usly o
n 0

80
0

 555 111 or visit 
w

w
w

.crim
estop

p
ers-uk.org

. C
rim

esto
p

p
ers 

is an ind
ep

end
ent charity. 
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A
ction Fraud

A
ction Fraud

 is the U
K

’s national rep
orting

 
centre for fraud

 and
 cyb

er crim
e. If you 

have b
een scam

m
ed

, d
efraud

ed
 or 

exp
erienced

 cyb
er crim

e, you should
 rep

ort 
this d

irectly to A
ction Fraud

 by telep
hone 

or via their w
eb

site for full rep
orting

 
inform

ation. The A
ction Fraud

 w
eb

site also
 

p
rovid

es fraud
 and

 cyb
er crim

e p
revention 

ad
vice and

 d
etails of the latest scam

s.

C
all 0

30
0

 123 20
4

0
 o

r visit
w

w
w

.actionfraud
.p

olice.uk 

A
ge U

K
A

g
e U

K
 is the co

untry’s larg
est charity 

d
ed

icated
 to

 help
ing

 everyo
ne m

ake 
the m

o
st o

f later life. They o
! er 

co
m

p
anio

nship
, ad

vice and
 sup

p
o

rt to
 

o
ld

er p
eo

p
le w

ho
 need

 it m
o

st.

C
all 0

80
0

 169 8787 or visit their w
eb

site at
w

w
w

.ag
euk.org

.uk

A
lzheim

er’s Society
A

 natio
nal charity p

rovid
ing

 ad
vice and

 
sup

p
o

rt fo
r p

eo
p

le a! ected
 by d

em
entia.     

C
all 0

30
0

 222 1122 o
r visit

w
w

w
.alzheim

ers.org
.uk

O
TH

ER
 C

O
N

TA
C

TS
There are m

any other organisations out there dedicated to fi ghting fraud and 
cyber crim

e, or providing help and advice to individuals and businesses.
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The A
ssociation of B

ritish Travel A
gents 

(A
B

TA
)

A
B

TA
 is the larg

est travel trad
e 

asso
ciatio

n in the U
K

 w
ith over 120

0
 

m
em

b
ers. A

ll A
B

TA
 m

em
b

ers m
ust fo

llow
 

A
B

TA
’s strict co

d
e o

f co
nd

uct and
 if they 

b
reach the co

d
e they can b

e fined
 o

r have 
their m

em
b

ership
 w

ithd
raw

n. C
o

nsum
ers 

w
ho

 b
o

o
k ho

lid
ays thro

ug
h A

B
TA

 
m

em
b

ers are financially p
ro

tected
 in the 

event o
f a co

m
p

any failure.

V
isit w

w
w

.ab
ta.com

 

C
ifas

U
K

 fraud
 p

reventio
n service C

IFA
S

 o
!

ers 
P

ro
tective R

eg
istratio

n to
 p

eo
p

le w
ho

 
have fallen victim

 to, o
r are at risk o

f, 
id

entity theft. This service flag
s yo

ur 
p

erso
nal file, so

 that w
hen C

ifas m
em

b
er 

co
m

p
anies receive an ap

p
licatio

n in yo
ur 

nam
e, they’ll co

nd
uct extra checks to

 
ensure that the ap

p
licatio

n is g
enuine.       

V
isit w

w
w

.cifas.org
.uk 

     

C
om

panies H
ouse

Yo
u can o

b
tain d

etails ab
o

ut a co
m

p
any 

fo
r free o

nline, includ
ing

:

•  C
o

m
p

any info
rm

atio
n, e.g

. reg
istered

 
ad

d
ress and

 d
ate o

f inco
rp

o
ratio

n
•  C

urrent and
 resig

ned
 o
"

cers
•  D

o
cum

ent im
ag

es
•  M

o
rtg

ag
e charg

e d
ata

•  P
revio

us co
m

p
any nam

es Inso
lvency 

info
rm

atio
n

V
isit w

w
w

.g
ov.uk/g

overnm
ent/

org
anisations/com

p
anies-house

C
onsum

er C
ouncil

The C
o

nsum
er C

o
uncil p

rovid
e free, 

ind
ep

end
ent sup

p
o

rt and
 ad

vice 
fo

r all co
nsum

ers and
 b

usinesses in 
N

o
rthern Ireland

. W
e also

 have p
ow

ers 
to

 investig
ate co

m
p

laints ab
o

ut energ
y, 

w
ater, transp

o
rt and

 p
o

stal services and
 

und
ertake research to

 und
erstand

 lo
cal 

co
nsum

er issues.

V
isit w

w
w

.consum
ercouncil.org

.uk
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C
rim

estoppers
C

rim
esto

p
p

ers is an ind
ep

end
ent charity.  

If yo
u have info

rm
atio

n o
n any crim

e and
 

yo
u w

o
uld

 p
refer no

t to
 sp

eak to
 p

o
lice, 

you can call C
rim

estoppers on 0
80

0
 555 111 

o
r visit w

w
w

.crim
estop

p
ers-uk.org

C
yber A

w
are

C
yb

er A
w

are p
rovid

es cyb
er security 

ad
vice for sm

all b
usinesses and

 ind
ivid

uals, 
such as using

 stro
ng

 p
assw

o
rd

s m
ad

e 
up

 o
f ‘three rand

o
m

 w
o

rd
s’ and

 alw
ays 

d
ow

nlo
ad

ing
 the latest so

ftw
are and

 ap
p

 
up

d
ates, that can help

 yo
u p

ro
tect yo

ur 
d

evices fro
m

 cyb
er crim

inals.

V
isit w

w
w

.cyb
eraw

are.g
ov.uk

D
isclosure and B

arring Service (D
B

S)
The D

isclo
sure and

 B
arring

 S
ervice (D

B
S

) 
p

rovid
es d

i!
erent typ

es o
f checks. S

o
m

e 
jo

b
s req

uire stand
ard

 o
r enhanced

 checks, 
essentially a crim

inal reco
rd

 check, and
 it 

is up
 to

 an em
p

loyer to
 assess w

hether a 
ro

le is suitab
le fo

r this typ
e o

f check. B
ut 

yo
u can check w

hether the jo
b

 yo
u are 

ap
p

lying
 fo

r req
uires this typ

e o
f check by 

using
 the D

B
S

 elig
ib

ility to
o

l.

V
isit w

w
w

.g
ov.uk/find

-out-d
b

s-check

Financial C
onduct A

uthority (FC
A

)
The FC

A
’s aim

 is to
 m

ake financial m
arkets 

w
ork w

ell so that consum
ers g

et a fair d
eal. 

To
 d

o
 this they reg

ulate the co
nd

uct o
f 

m
ore than 56,0

0
0

 b
usinesses w

ho op
erate 

w
ithin the financial secto

r. Their w
o

rk to
 

p
ro

tect co
nsum

ers covers a w
id

e rang
e 

o
f activities includ

ing
 ensuring

 that a firm
 

has its custo
m

ers at the heart o
f how

 it 
d

o
es b

usiness, g
iving

 them
 ap

p
ro

p
riate 

p
ro

d
ucts and

 services, and
 p

utting
 the 

custo
m

er’s financial p
ro

tectio
n ab

ove the 
co

m
p

any’s p
ro

fits o
r rem

uneratio
n.

C
all 0

80
0

 111 6768 o
r visit w

w
w

.fca.org
.uk

Friends A
gainst Scam

s
F

riend
s A

g
ainst S

cam
s is a N

atio
nal 

Trad
ing

 Stand
ard

s S
cam

s Team
 initiative, 

w
hich aim

s to
 p

ro
tect and

 p
revent 

p
eo

p
le fro

m
 b

eco
m

ing
 victim

s o
f scam

s 
by em

p
ow

ering
 p

eo
p

le to
 take a stand

 
ag

ainst scam
s. A

nyb
o

d
y can jo

in F
riend

s 
A

g
ainst S

cam
s and

 m
ake a d

i!
erence in 

their ow
n w

ay.

V
isit w

w
w

.friend
sag

ainstscam
s.org

.uk  
to

 find
 o

ut m
o

re. 
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G
et Safe O

nline
G

et S
afe O

nline is a g
o

o
d

 so
urce o

f 
o

nline safety ad
vice fo

r the g
eneral 

p
ub

lic and
 sm

all b
usinesses. The ad

vice it 
p

rovid
es can help

 safeg
uard

 ag
ainst fraud

 
and

 o
nline threats help

ing
 to

 p
rovid

e 
a p

o
sitive exp

erience o
f the internet. 

G
et S

afe O
nline w

o
rks clo

sely w
ith the 

M
etro

p
o

litan P
o

lice, o
ther U

K
 P

o
lice 

fo
rces and

 law
 enfo

rcem
ent ag

encies and
 

ind
ustry reg

ulato
rs to

 p
rovid

e up
 to

 d
ate 

crim
e p

reventio
n ad

vice and
 alerts.

V
isit w

w
w

.g
etsafeonline.org

 

H
ourglass N

I
A

 sp
ecialist charity w

o
rking

 exclusively 
to

 p
ro

tect and
 p

revent the ab
use o

f o
ld

er 
p

eo
p

le, w
ith d

ed
icated

 sta!
 in each o

f the 
fo

ur U
K

 natio
ns.

Tel: 0
74

9 666 3816 
H

elp
line: 0

80
 880

8 814
1 

W
eb

: w
w

w
.w

earehourg
lass.org

.uk 
E

m
ail: enq

uiries@
w

earehourg
lass.org

 

    

Insolvency Service
The Inso

lvency S
ervice is an executive 

ag
ency o

f the D
ep

artm
ent o

f B
usiness 

Innovatio
n and

 S
kills (B

IS
). They have the 

p
ow

er to
 investig

ate Lim
ited

 co
m

p
anies 

w
here they have received

 info
rm

atio
n 

that sug
g

ests serio
us co

rp
o

rate ab
use. 

This m
ay includ

e alleg
atio

ns o
f serio

us 
m

iscond
uct, fraud

, scam
s or sharp

 p
ractice.

To
 co

m
p

lain ab
o

ut a lim
ited

 co
m

p
any that 

is still trad
ing

 call 0
30

0
 678 0

0
15 o

r visit 
w

w
w

.g
ov.uk/g

overnm
ent/org

anisations/
insolvency-service

M
ail Preference Service

This is a free service enab
ling

 U
K

 
co

nsum
ers to

 sto
p

 receiving
 unso

licited
 

m
ail by having

 their ho
m

e ad
d

resses 
rem

oved
 fro

m
 m

ailing
 lists. It is 

actively sup
p

o
rted

 by R
oyal M

ail, trad
e 

asso
ciatio

ns and
 the Info

rm
atio

n 
C

o
m

m
issio

ner’s O
"

ce.

To register for the M
ail Preference Service call 

0
20

 7291 3310
 or visit w

w
w

.m
psonline.org.uk 

PSN
I_LBO

BS_5th Edition.indd   50
17/08/2020   09:41



51
TH

E
 LITTLE

 B
O

O
K

 O
F

 B
IG

 SC
A

M
S

W
H

AT TO
 D

O
 IF YO

U
 G

ET SC
A

M
M

ED

N
ational C

yber Security C
entre (N

C
SC

)
The N

atio
nal C

yb
er S

ecurity C
entre is p

art 
o

f G
C

H
Q

, it p
rovid

es ad
vice and

 intend
s 

to
 m

ake the U
K

 the safest p
lace to

 live 
and

 d
o

 b
usiness o

nline.

V
isit w

w
w

.ncsc.g
ov.uk

N
I C

yber Security C
entre

The N
I C

yb
er S

ecurity C
entre is setup

 to
 

d
evelo

p
 a cyb

er safe, secure and
 resilient 

N
o

rthern Ireland
. Thro

ug
h eng

ag
ing

 w
ith 

p
eo

p
le and

 o
rg

anisatio
ns info

rm
ing

 them
 

o
f the m

ajo
rity o

f cyb
er threats and

 in 
enco

urag
ing

 the ad
o

p
tio

n o
f g

o
o

d
 cyb

er 
p

ractices to
 help

 them
 b

e safe and
 secure 

o
nline and

 b
e b

etter p
rep

ared
 to

 recover 
fro

m
 cyb

er incid
ents and

 co
ntinually 

im
p

roving
 the resistance and

 resilience o
f 

N
o

rthern Ireland
 to

 cyb
er threats.

V
isit w

w
w

.nicyb
ersecuritycentre.g

ov.uk

The O
"

ce of C
are and Protection (O

C
P)

The O
"

ce o
f C

are and
 P

ro
tectio

n (O
C

P
) 

is resp
o

nsib
le fo

r the m
anag

em
ent o

f 
the financial a!

airs o
f p

eo
p

le in N
o

rthern 
Ireland

 w
ho, thro

ug
h m

ental d
isab

ility, are 
incap

ab
le o

f m
anag

ing
 their ow

n finances.

It d
o

es this thro
ug

h:

•  The sup
ervisio

n o
f C

o
ntro

llers ap
p

o
inted

 
by the O

"
ce of C

are and Protection (O
C

P)
•  The reg

istratio
n o

f E
nd

uring
 P

ow
ers o

f 
A

tto
rney (E

PA
s)

•  E
nq

uiries into
 alleg

atio
ns o

f financial 
ab

use rep
o

rted
 to

 the O
"

ce o
f C

are 
and

 P
ro

tectio
n (O

C
P

)
F

o
r m

o
re info

rm
atio

n co
ntact:

The O
"

ce o
f C

are and
 P

ro
tectio

n 
1st F

lo
o

r R
oyal C

o
urts o

f Justice 
C

hichester Street P
O

 B
ox 4

10
 

B
elfast B

T
1 3JF

Tel: (0
28) 90

724733/90
724730

 
E

m
ail: ocp

@
courtsni.g

ov.uk 
W

eb
: w

w
w

.courtsni.g
ov.uk
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O
nline D

ating A
ssociation (O

D
A

)
The O

nline D
ating

 A
sso

ciatio
n w

as set up
 

to
 m

aintain stand
ard

s acro
ss the ind

ustry 
and

 reassure users that each m
em

b
er 

w
eb

site w
as w

o
rking

 to
 achieve the 

hig
hest stand

ard
s o

f security fo
r its users. 

O
D

A
 m

em
b

ers are req
uired

 to
 ad

here to
 

the m
em

b
ership

 co
d

es o
f p

ractice and
 are 

co
m

m
itted

 to
 p

rovid
ing

 users w
ith ad

vice, 
g

uid
ance and

 sup
p

o
rt in the event o

f any 
p

ro
b

lem
s they m

ay enco
unter w

hen using
 

m
em

b
ers w

eb
sites.

V
isit w

w
w

.d
ating

ag
encyassociation.org

.uk

R
oyal M

ail O
pt O

ut Service
O

p
ting

 out from
 R

oyal M
ail D

oor to D
oor 

stop
s all unad

d
ressed

 item
s from

 b
eing

 
d

elivered
 by the R

oyal M
ail to your ad

d
ress. 

O
p

ting
 o

ut m
eans no

 o
ne at the ad

d
ress 

w
ill receive unad

d
ressed

 m
ail item

s via 
R

oyal M
ail d

eliveries. If yo
u w

ish to
 o

p
t 

o
ut o

f receiving
 D

o
o

r to
 D

o
o

r m
ail item

s 
send

 yo
ur nam

e and
 ad

d
ress d

etails to
  

F
reep

ost R
O

YA
L M

A
IL C

U
STO

M
E

R
 

SE
R

V
IC

E
S or em

ail your nam
e and

 ad
d

ress 
to

: op
tout@

royalm
ail.com

. You w
ill then be 

sent an opt-out form
 to your ad

d
ress, w

hich 
yo

u m
ust sig

n and
 return.  

V
isit http

s://p
ersonal.help

.royalm
ail.com

/
ap

p
/answ

ers/d
etail/a_id

/293 

R
oyal M

ail Scam
 M

ail
If yo

u think yo
u o

r a fam
ily m

em
b

er is 
receiving

 scam
 m

ail you can rep
ort it to the 

R
oyal M

ail. W
rite to R

oyal M
ail at Freep

ost 
Scam

 M
ail or call on 0

34
56 113 413 or em

ail 
at scam

.m
ail@

royalm
ail.com

SA
FER

jobs
SA

F
E

R
job

s is a charity orig
inally set up

 by 
the M

etrop
olitan P

olice in 20
0

8 w
ith the 

ob
jective to p

rotect job
 seekers. It o!

ers 
free ad

vice to job
seekers and

 ag
ency 

w
orkers to ensure p

eop
le d

o not fall foul 
of fraud

 or illeg
al p

ractice. Job
seekers are 

ad
vised

 to look for recruiters w
ho p

artner 
w

ith SA
F

E
R

job
s for a safer job

 search.

V
isit w

w
w

.safer-job
s.com
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W
H

AT TO
 D

O
 IF YO

U
 G

ET SC
A

M
M

ED

Secure Tickets from
 A

uthorised R
etailers 

(STA
R

)
STA

R
 is the lead

ing
 self-reg

ulato
ry b

o
d

y 
fo

r the entertainm
ent ticketing

 ind
ustry 

across the U
nited

 K
ing

d
om

. STA
R

 m
em

b
ers 

includ
e m

ajor U
K

 ticket ag
encies as w

ell as 
num

erous venues and
 b

ox o"
ces in Lond

on 
and

 across the country. STA
R

 o!
ers g

eneral 
ad

vice and
 inform

ation on ticket b
uying

 and
 

p
rovid

es a d
isp

ute reso
lutio

n service fo
r 

custom
ers w

ho have an unresolved
 p

rob
lem

 
w

ith their p
urchase from

 a STA
R

 m
em

b
er.

V
isit w

w
w

.star.org
.uk

Stay Safe O
nline

P
ow

ered
 by the N

atio
nal C

yb
er S

ecurity 
A

lliance, Stay S
afe O

nline b
uild

s stro
ng

 
p

ub
lic/p

rivate p
artnership

s to
 create and

 
im

p
lem

ent b
ro

ad
-reaching

 ed
ucatio

n 
and

 aw
areness e!

o
rts. It em

p
ow

ers 
users at ho

m
e, w

o
rk and

 scho
o

l w
ith the 

info
rm

atio
n they need

 to
 keep

 them
selves, 

their o
rg

anisatio
ns, their system

s and
 their 

sensitive inform
ation safe and

 secure online 
and

 enco
urag

e a culture o
f cyb

ersecurity.

V
isit w

w
w

.staysafeonline.org

 

Telephone Preference Service (TPS) 
T

P
S

 is a central o
p

t o
ut reg

ister allow
ing

 
ind

ivid
uals to

 reg
ister their w

ish no
t to

 
receive unso

licited
 sales and

 m
arketing

 
telep

ho
ne calls. It is a leg

al req
uirem

ent 
that co

m
p

anies d
o

 no
t m

ake such calls to
 

num
b

ers reg
istered

 o
n the T

P
S

.

To
 reg

ister call 0
34

5 0
70

 0
70

7  
o

r visit w
w

w
.tp

sonline.org
.uk 

The Silver Line
The S

ilver Line o
p

erates the o
nly 

co
nfid

ential, free help
line fo

r o
ld

er p
eo

p
le 

acro
ss the U

K
 that’s o

p
en 24

 ho
urs a 

d
ay, seven d

ays a w
eek. They also

 o
!

er 
telep

ho
ne and

 letter friend
ship

 schem
es 

w
here vo

lunteers are m
atched

 w
ith o

ld
er 

p
eo

p
le b

ased
 o

n their interests; facilitated
 

g
ro

up
 calls; and

 help
 to

 co
nnect p

eo
p

le 
w

ith lo
cal services in their area.

To contact the Silver Line call 0
80

0
 4 70

 80
 90

 
o

r visit w
w

w
.thesilverline.org

.uk

 

PSN
I_LBO

BS_5th Edition.indd   53
17/08/2020   09:41



54
TH

E
 LITTLE

 B
O

O
K

 O
F

 B
IG

 SC
A

M
S

Think Jessica
Think Jessica is a charity set up

 to
 p

ro
tect 

eld
erly &

 vulnerab
le p

eo
p

le fro
m

 scam
s 

w
hich co

m
e thro

ug
h the p

o
stal system

 
and

 crim
inals w

ho
 co

ntact them
 by 

telep
ho

ne. They o
! er ad

vice and
 sup

p
o

rt 
to

 victim
s o

f m
ass m

arketing
 fraud

 as w
ell 

as assistance to
 friend

s and
 relatives o

f 
tho

se that have b
een scam

m
ed

.

V
isit w

w
w

.thinkjessica.com

Trading Standards
N

atio
nal Trad

ing
 Stand

ard
s is resp

o
nsib

le 
fo

r g
athering

 im
p

o
rtant intellig

ence fro
m

 
aro

und
 the co

untry to
 co

m
b

at ro
g

ue 
trad

ers and
 tackle a num

b
er o

f p
rio

rities. 
These p

rio
rities currently includ

e m
ass 

m
arketing

 and
 internet scam

s to
 o

ther 
enfo

rcem
ent issues that g

o
 b

eyo
nd

 lo
cal 

autho
rity b

o
und

aries.

To
 rep

o
rt a m

atter to
 yo

ur lo
cal Trad

ing
 

Stand
ard

s service co
ntact 0

30
0

 123 62 62
o

r visit http
s://w

w
w

.econom
y-ni.g

ov.uk/
top

ics/consum
er-a! airs

U
K

 Finance 
U

K
 F

inance is resp
o

nsib
le fo

r lead
ing

 the 
co

llective fi g
ht ag

ainst fi nancial fraud
 o

n 
b

ehalf o
f the U

K
 p

aym
ents ind

ustry. Their 
m

em
b

ership
 includ

es b
anks, cred

it, d
eb

it 
and

 charg
e card

 issuers, and
 card

 p
aym

ent 
acq

uirers in the U
K

. Their w
eb

site o
! ers 

info
rm

atio
n ab

o
ut the vario

us typ
es o

f 
p

aym
ent fraud

, as w
ell as help

ful tip
s and

 
ad

vice on how
 to m

inim
ise your chances of 

b
eco

m
ing

 a victim
, and

 w
hat to

 d
o

 if yo
u 

b
eco

m
e a victim

.

V
isit w

w
w

.ukfi nance.org
.uk

PSN
I_LBO

BS_5th Edition.indd   54
17/08/2020   09:41



55
TH

E
 LITTLE

 B
O

O
K

 O
F

 B
IG

 SC
A

M
S

W
H

AT TO
 D

O
 IF YO

U
 G

ET SC
A

M
M

ED

R
ED

U
C

IN
G

 TH
E D

A
M

A
G

E
A

ltho
ug

h it m
ay b

e hard
 to

 recover any 
m

o
ney that yo

u have lo
st to

 a scam
, there 

are step
s yo

u can take to
 red

uce the 
d

am
ag

e and
 avoid

 b
ecom

ing
 a targ

et ag
ain.

The q
uicker yo

u act, the m
o

re chance yo
u 

have o
f red

ucing
 yo

ur lo
sses.

R
eport a scam

B
y reporting the scam

 (see page 46), w
e 

w
ill be able to w

arn other p
eop

le ab
out 

the scam
 and

 m
inim

ise the chances of the 
scam

 sp
read

ing
 further. You should also

 
w

arn your friends and fam
ily o

f any scam
s 

that yo
u co

m
e acro

ss.

S
cam

m
ers are q

uick to
 id

entify new
 w

ays 
o

f co
nning

 p
eo

p
le o

ut o
f their m

o
ney. 

B
e aw

are that any new
 schem

e or initiative 
w

ill q
uickly b

e targ
eted

.

Finally, rem
em

b
er that this b

ooklet d
oes 

not contain all the answ
ers. To avoid

 b
eing

 a 
victim

 you need
 to b

e aw
are that som

eone 
w

ho
 is no

t susp
icio

us and
 has a trusting

 
nature is a p

rim
e targ

et fo
r a crim

inal.

D
on’t b

e afraid
, b

ut b
e aw

are. D
on’t b

e 
scared, be sceptical. A

nd above all, rem
em

ber 
if it sounds too good to be true it probably is!

For m
ore inform

ation
A

n aud
io, ‘easy read

’ and
 E

-versio
n o

f the 
orig

inal b
ooklet is availab

le on our w
eb

site 
w

w
w

.p
sni.p

olice.uk/crim
e/fraud

If yo
u are a m

em
b

er o
f the p

ub
lic o

r 
org

anisation and
 resid

e in N
orthern Ireland

 
you can fi nd

 an online copy of this b
ook on 

our w
ebsite w

w
w

.psni.police.uk/crim
e/fraud

If yo
u w

o
uld

 like m
o

re hard
 co

p
ies o

f 
the b

o
o

k, co
ntact yo

ur lo
cal P

S
N

I C
rim

e 
P

reventio
n O

"  cer.

The M
etro

p
o

litan P
o

lice S
ervice C

yb
er 

P
revention Team

 have p
rovid

ed
 m

any other 
p

o
lice fo

rces w
ith the necessary d

etails 
to

 p
rint further co

p
ies o

f their ow
n. If yo

u 
resid

e o
utsid

e o
f the N

o
rthern Ireland

 area 
then co

ntact yo
ur lo

cal p
o

lice fo
rce w

ho
 

m
ay b

e p
rinting

 their ow
n versio

n.
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